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ABSTRACT supported and available in 93¢% of all global browser installations

WebAssembly has emerged as a low-level language for the web and
beyond. Despite its popularity in different domains, little is known
about WebAssembly binaries that occur in the wild. This paper
presents a comprehensive empirical study of 8,461 unique WebAs-
sembly binaries gathered from a wide range of sources, including
source code repositories, package managers, and live websites. We
study the security properties, source languages, and use cases of the
binaries and how they influence the security of the WebAssembly
ecosystem. Our findings update some previously held assumptions
about real-world WebAssembly and highlight problems that call
for future research. For example, we show that vulnerabilities that
propagate from insecure source languages potentially affect a wide
range of binaries (e.g, two thirds of the binaries are compiled from
memory unsafe languages, such as C and C++) and that 21% of all
binaries import potentially dangerous APIs from their host envi-

as of February 2021." Beyond client-side web applications, WebAs-
sembly is also running on Node.js and even stand-alone runtimes

Despite its growing popularity, the Web bly is
severely understudied. To date, little is know about how the lan-
guage is used, for what purposes, and how this affects the security
of WebAssembly-based applications. In particular, we are interested
in the following research questions:

RQI: Source languages and tools. WebAssembly is a compilation
target, and in principle any programming language can be compiled
to it. What languages are actually compiled to WebAssembly, how
much do they contribute to the overall population, and what tools
are used to produce the binaries? Answering these questions is
relevant for understanding the impact of issues that specific source
languages may have and for guiding future work toward source

uages and toolchains prevalent in practice.
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ABSTRACT
The recently introduced WebAssembly standard aims to be a portable
compilation target, enabling the cross-platform distribution of pro-
grams written in a variety of languages. We propose an approach
to slice WebAssembly programs in order to enable applications
in reverse engineering, code comprehension, and security among
others. Given a program and a location in that program, program
slicing produces a minimal version of the program that preserves
the behavior at the given location. Specifically, our approach is
a static, intra-procedural, backward slicing approach that takes
into account WebAssembly-specific dependences to identify the
instructions of the slice. To do so it must correctly overcome the
i of| lysis at the bi-
nary level. Furthermore, for the slice to be executable, the approach
needs to ensure that the stack behavior of its output complies with
hlv's validat i We i 2

deval:

WebAssembly [25] “is a binary instruction format for a stack-
based virtual machine” [65] designed as a compilation target for
high-level languages. The specification of its core has been a W3C
standard since December 2019 [49). WebAssembly was designed for
the purpose of embedding binaries in web applications in a portable
manner, thereby enabling intensive computations on the web. A
2021 empirical study by Hilbig et al. [30] found use cases on the
web as diverse as game engines, natural language processing, and
media players. Thanks to its ability to incorporate runtime functions
exported by the host environment, WebAssembly has also found
usage beyond web applications, broadening the value of analyses for
WebAssembly. Examples include desktop applications [63], smart
contracts [19], IoT back ends [27]. and embedded software [52].

Program slicing [12, 66] is a program decomposition technique
that, based on a specific program point called the slicing crite-
rion, identifies a of the code relevant to the slicing
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ABSTRACT

WebAssembly is a low-level bytecode format that powers appli-
cations and libraries running in browsers, on the server side, and
in standalone runtimes. Call graphs are at the core of many inter-
procedural static analysis and optimization techniques. However,
WebAssembly poses some unique challenges for static call graph
construction. Currently, these challenges are neither well under-
stood, nor is it clear to what extent existing techniques address them.
This paper presents the first systematic study of WebAssembly-
specific challenges for static call graph construction and of the
state-of-the-art in call graph analysis. We identify and classify 12
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Contributions

e Novel dataset of 510 executable Node.js packages that exercise 217
unique WebAssembly modules.

e Study Wasm-JS interoperation using static and dynamic analyses.
e We discuss the implications of our findings:

o We find security risks!

o We find optimization opportunities!

o We provide pragmatic assumptions for analyses!
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Dataset Collection

NPM package that
uses WebAssembly

12



Dataset Collection

NPM package that
uses WebAssembly

-> node modules
-> dependency-package
-> lib.wasm
-> src
-> foo.Jjs
-> wasm
-> wasm-wrapper.js
-> bar.wasm
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Dataset Collection

NPM package that et WebAssembly
uses WebAssembly sage  jn package source code

-> node modules
-> dependency-package
-> lib.wasm
-> src
-> foo.Jjs
-> wasm
-> wasm-wrapper.js
-> bar.wasm
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Dataset Collection

NPM package that . WebAssembl
direct -
uses WebAssembly usage in package source code
-> node modules
-> dependency-package
-> lib.wasm
e WebAssembly
-> foo.js .. .
> wasm i in source code of
-> wasm-wrapper.js
—> bar.wasm dependent packages

15



Dataset Collection

NPM packages that use WebAssembly 510
e Packages that directly use WebAssembly 27
e Packages that indirectly use WebAssembly 483

Statically detected WebAssembly modules 1,257

Instantiated WebAssembly modules 217

Metrics for the NoWaSet dataset
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Research Questions

e How do Node.js packages depend on WebAssembly?
e How has WebAssembly usage in NPM packages evolved over time?

e How comprehensively do client packages in the dataset test the
WebAssembly modules they depend upon?

e How are JavaScript program analysis and engine developers affected by
the presence of WebAssembly?

e What optimization opportunities exist for client packages that use
WebAssembly?

17
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How has Wasm usage in NPM evolved?

e Manual study over a subset of 50 NPM packages.
e Interested in:
o When was WebAssembly introduced?
o Why did packages introduce WebAssembly?
o What is the source of the WebAssembly binary?
o How often are WebAssembly binaries updated to keep up with
updates in the original source library?

19



How has Wasm usage in NPM evolved?

e WebAssembly usage has been increasing steadily over time.
e The WebAssembly in packages is more often than not a port of a library in
a different language like C/C++/Rust.

20



How has Wasm usage in NPM evolved?

e The source of WebAssembly binaries is poorly documented.
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How has Wasm usage in NPM evolved?

e 66% of packages have never updated the WebAssembly binaries to keep
up to date with original source library updates.

Update of Wasm in package.
e  Update of original C/Rust library.
*  Security update. o )
~ yisibl/resvg-js
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How has Wasm usage in NPM evolved?

Takeaway: Packages that depend on WebAssembly binaries that
are ports of a C/C++/Rust library, are unlikely to update their
binaries to keep up with updates and so might miss important
security fixes!
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Instantiation of Wasm modules

Instantiation
methods for
WebAssembly

| ! |

Instance() instantiate() instantiateStreaming()
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Instantiation of Wasm modules

Instantiation
methods for
WebAssembly

| ! |

Instance() instantiate() instantiateStreaming()

not cached not cached cached by Node
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Instantiation of Wasm modules
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Fig. Instantiation type of WebAssembly modules in packages
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Instantiation of Wasm modules
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WebAssembly.Instance()
WebAssembly.instantiate()
WebAssembly.instantiateStreaming()

Takeaway: Make sure to instantiate WebAssembly modules
asynchronously. JS Engine developers should cache code
generated from popular instantiation methods.
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WebAssembly Exports

WebAssembly exposes functions for a JavaScript client to call via “exports”.

(module
(import "host" "print"
(func Sprint (type 0)))
(func Smain (export "main")
i32.const 0

[/////’ call indirect (type 1))
(func Sadd (export "add")
~— local.get 0
local.get 1

Js i32.add)
‘\\\\\\(func $foo nop)
(table Stable (export "table")
2 funcref)

(elem Stable (i32.const 0)
func $foo $Sadd)

28



Dynamism in Interoperation

Functions invoked via function pointers (through a function table) rather than
the exported functions.
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Fig. Fraction of calls from JavaScript through functions vs function tables. 29



Dynamism in Interoperation

Functions invoked via function pointers (through a function table) rather than
the exported functions.

Takeaway: Developers can make the pragmatic assumption that
most JavaScript clients are not calling functions through an
exported function table.
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WebAssembly modules with imported or exported tables

Fig. Fraction of calls from JavaScript through functions vs function tables. 30



Optimization Opportunities

Dead Code Elimination
e Remove exported functions in a module that is never called by a client.

e Specialize a library to a specific client use-case.

31



Optimization Opportunities

Potential of Dead Code Elimination: How many functions are called?
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Optimization Opportunities

Potential of Dead Code Elimination: using MetaDCE
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Wasm modules that interoperate with JavaScript.

Fig. Mean percentage size reduction of binaries 33



Optimization Opportunities

Potential of Dead Code Elimination: using MetaDCE

Takeaway: There is a rich, underexplored space for program
analysis of JavaScript and WebAssembly.

(0 20 10 60 80 100
Wasm modules that interoperate with JavaScript.

Fig. Mean percentage size reduction of binaries 34



Research Questions

e How do Node.js packages depend on WebAssembly?
e How has WebAssembly usage in NPM packages evolved over time?

e How comprehensively do client packages in the dataset test the
WebAssembly modules they depend upon?

e How are JavaScript program analysis and engine developers affected
by the presence of WebAssembly?

e What optimization opportunities exist for client packages that use
WebAssembly?
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Summary

METRICS FOR NOWASET

NPM packages that use WebAssembly 510
o Packages that directly instantiate WebAssembly 27
o Packages that indirectly instantiate WebAssembly 483
Statically detected WebAssembly modules 1,257
Instantiated WebAssembly modules 217
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