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● Novel dataset of 510 executable Node.js packages that exercise 217 
unique WebAssembly modules.

● Study Wasm-JS interoperation using static and dynamic analyses.

● We discuss the implications of our findings: 

○ We find security risks! 

○ We find optimization opportunities! 

○ We provide pragmatic assumptions for analyses!
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-> node_modules
   -> dependency-package
      -> lib.wasm
-> src 
   -> foo.js
   -> wasm
      -> wasm-wrapper.js
      -> bar.wasm  
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WebAssembly 
in package source code 

-> node_modules
   -> dependency-package
      -> lib.wasm
-> src 
   -> foo.js
   -> wasm
      -> wasm-wrapper.js
      -> bar.wasm  

direct
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WebAssembly 
in package source code 

WebAssembly 
in source code of 

dependent packages 

-> node_modules
   -> dependency-package
      -> lib.wasm
-> src 
   -> foo.js
   -> wasm
      -> wasm-wrapper.js
      -> bar.wasm  

direct
usage

indirect
usage
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NPM packages that use WebAssembly
● Packages that directly use WebAssembly
● Packages that indirectly use WebAssembly

Statically detected WebAssembly modules
Instantiated WebAssembly modules 

510
27
483

1,257
217

Metrics for the NoWaSet dataset
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● How do Node.js packages depend on WebAssembly?

● How has WebAssembly usage in NPM packages evolved over time?

● How comprehensively do client packages in the dataset test the 
WebAssembly modules they depend upon?

● How are JavaScript program analysis and engine developers affected by 
the presence of WebAssembly?

● What optimization opportunities exist for client packages that use 
WebAssembly?
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 How has Wasm usage in NPM evolved?
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● Manual study over a subset of 50 NPM packages.
● Interested in: 

○ When was WebAssembly introduced? 
○ Why did packages introduce WebAssembly?
○ What is the source of the WebAssembly binary? 
○ How often are WebAssembly binaries updated to keep up with 

updates in the original source library?  
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● WebAssembly usage has been increasing steadily over time. 
● The WebAssembly in packages is more often than not a port of a library in 

a different language like C/C++/Rust.
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● The source of WebAssembly binaries is poorly documented.

✅
✅
❌
❌
❌
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● 66% of packages have never updated the WebAssembly binaries to keep 
up to date with original source library updates.
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● 66% of packages have never updated the WebAssembly binaries to keep 
up to date with original source library updates.

Takeaway: Packages that depend on WebAssembly binaries that
are ports of a C/C++/Rust library, are unlikely to update their
binaries to keep up with updates and so might miss important 
security fixes!
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Instantiation 
methods for 

WebAssembly

instantiate() instantiateStreaming()Instance()
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Instantiation 
methods for 

WebAssembly

instantiate() instantiateStreaming()

not cached cached by Node

Instance()

not cached
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Takeaway: Make sure to instantiate WebAssembly modules 
asynchronously. JS Engine developers should cache code 
generated from popular instantiation methods.
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WebAssembly exposes functions for a JavaScript client to call via “exports”.

(module
  (import "host" "print" 
    (func $print (type 0)))
  (func $main (export "main")

i32.const 0
call_indirect (type 1))

  (func $add (export "add")
local.get 0 
local.get 1
i32.add)

  (func $foo nop)
  (table $table (export "table") 
     2 funcref)
  (elem $table (i32.const 0) 
     func $foo $add)
)



 Dynamism in Interoperation

29Fig. Fraction of calls from JavaScript through functions vs function tables.

Functions invoked via function pointers (through a function table) rather than 
the exported functions. 
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30Fig. Fraction of calls from JavaScript through functions vs function tables.

Functions invoked via function pointers (through a function table) rather than 
the exported functions. 

Takeaway: Developers can make the pragmatic assumption that 
most JavaScript clients are not calling functions through an 
exported function table.



 Optimization Opportunities 

Dead Code Elimination

● Remove exported functions in a module that is never called by a client.

● Specialize a library to a specific client use-case.
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Potential of Dead Code Elimination: How many functions are called?

Fig. Mean percentage of functions called by JavaScript
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Potential of Dead Code Elimination: using MetaDCE

Fig. Mean percentage size reduction of binaries
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Potential of Dead Code Elimination: using MetaDCE

Fig. Mean percentage size reduction of binaries

Takeaway: There is a rich, underexplored space for program 
analysis of JavaScript and WebAssembly.  
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