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Constructing Call Graphs for WebAssembly using
Refined Numeric Type Analysis
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WebAssembly has become a widely used compilation target for languages such as C/C++, Rust, and Go,
enabling high-performance applications to run in browsers and other sandboxed environments. Static analysis
of WebAssembly is important for tasks such as code debloating, performance optimization, and detection of
security vulnerabilities. We present Refined Numeric Type Analysis (RNTA), a refinement-type-based technique
for constructing WebAssembly call graphs that are more precise than those obtained using previous techniques.
WebAssembly’s low-level nature creates two significant challenges for static analysis: (i) memory is represented
as an unstructured array of bytes, and (ii) indirect calls are encoded as numeric i32 values indexing function
tables. Traditional pointer analysis techniques rely on associating sets of objects with pointers and cannot
be applied to WebAssembly, where the concepts of pointers and objects do not exist. Existing call graph
construction algorithms for WebAssembly associate a set of functions with each call_indirect instruction
using function signatures, but suffer from the limited nature of WebAssembly’s type system, which reduces
opportunities for ruling out functions as call targets. The foundation of RNTA is a refinement type system that
distinguishes i32 values that are used to index memory—i.e., pointers—from other i32 values and accordingly
infers a refinement signature for each function. RNTA computes call graphs on-the-fly by using the refinement
types inferred at indirect calls to approximate possible call targets. We prove the type system sound and show
that RNTA produces call graphs that are significantly more precise than those computed by the previous
state-of-the-art. Across a corpus of 20 real-world WebAssembly binaries, RNTA reduces reachable functions
by 9.9% and call graph edges by 14.6% while increasing indirect calls resolved to a unique target by 12.6%.

CCS Concepts: » Software and its engineering — Automated static analysis.
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1 INTRODUCTION

WebAssembly [24] is a portable, low-level bytecode format that was designed to run computation-
ally intensive tasks in browsers alongside JavaScript host code. It has become widely used as a
compilation target for C/C++, Rust, and Go, so that libraries written in those languages can be
invoked directly from within a web application. Our long-term goal is to develop static analysis
techniques for WebAssembly that can be used for code-size reduction, optimization, and detection of
security vulnerabilities. As a first step towards this goal, this paper presents a Refined Numeric Type
Analysis (RNTA), a refinement-type-based technique for constructing WebAssembly call graphs
that are more precise than those obtained using previous techniques.

During the past 30+ years, a vast literature of algorithms for pointer analysis and call graph
construction for high-level object-oriented and imperative programming languages has been
developed (see, e.g., [5-7, 10, 17, 22, 23, 38, 40, 45]. In essence, these techniques involve associating
sets of abstract objects with abstract pointers. Unfortunately, since WebAssembly is a low-level
language that features neither objects nor pointers, these traditional pointer-analysis algorithms
cannot be used. Furthermore, analysis at the source level is often insufficient: WebAssembly
modules are frequently compiled from libraries, and many optimization opportunities only become
apparent once it is known how a host application uses the library’s features. Additionally, many
web applications only include the binaries of the WebAssembly libraries that they use, leaving out
their source code and the provenance of the binaries is often unclear.

WebAssembly’s low-level type system comprises only! 32- and 64-bit integer (i32, i64) and
floating-point (32, f64) types, presenting significant challenges to call graph construction. Crucially,

!n this paper, we focus on WebAssembly 1.0 as the first and most widely deployed version of WebAssembly[25].
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i32 values serve multiple purposes: indexing memory, controlling conditionals, indexing function
tables, and performing arithmetic operations. As a result of this impoverished type system, many
functions share the same type, so type-based filtering rarely identifies “monomorphic” call sites
that have a single target, limiting key optimizations like call devirtualization and inlining.

In WebAssembly, indirect calls are mediated through a function table, where an integer index
is used to select a specific function from the table. The reader might therefore think that a value
analysis could be used to determine the index used in indirect calls. However, Lehmann et al.
[29] identify several unique challenges to WebAssembly call graph analysis, validated on 8,461
WebAssembly binaries [25]. They find that, in nearly all cases, the dispatch of function calls involves
non-constant values with complex data-flow (interprocedural data-flow or loads from memory
addresses determined at runtime), complicating call graph construction. As a result, existing static
analyses for WebAssembly have made limited progress beyond leveraging WebAssembly’s type
system. WAsMA [11] uses type-based filtering. WassAIL [42] additionally restricts its analysis to
constant indices, which empirical evidence shows rarely occur in practice [29]. STURDY [28] employs
abstract interpretation to track the data flow of abstract integers inter-procedurally as well as
through constant memory addresses. However, integer values frequently flow through dynamically
assigned memory addresses, leading to significant loss of precision with this approach.

In this paper, we present a refinement type system that refines i32 types to either a singleton
pointer type ptr(l, n) (i.e., a pointer to symbolic location [ at abstract offset n) or a singleton number
num(n). Additionally, we type WebAssembly memory, which the original type system leaves
untyped, enabling precise tracking of integer values as they flow through memory. Our approach
is inspired by recent work on inferring richer types for LLVM IR [31, 32] and binary code [8]. Like
those approaches, we enrich the type information of a low-level language. However, our refinement
type system is designed specifically for WebAssembly and to enable more precise resolution of
indirect calls. This refinement yields more precise function signatures: functions accepting pointers
are now distinguished from those accepting numbers. As a result, type-based filtering at indirect
call sites becomes significantly more effective because fewer functions share identical signatures.
We prove the refinement type system to be type-safe, another distinction from LLVM type analyses.

Our new type system forms the foundation for Refined Numeric Type Analysis, an efficient call
graph construction algorithm for WebAssembly, which we implement in a tool called RNTA and
evaluate on 20 real-world WebAssembly binaries. The results of our experiments show that, on
average, when compared against a baseline analysis that uses WebAssembly’s standard type system,
RNTA reduces reachable functions by 9.9% and call graph edges by 14.6% while increasing indirect
calls that are resolved to a unique target by 12.6%.

In summary, this paper makes the following contributions:

(1) arefinement type system for WebAssembly that refines the value type i32 to distinguish
between numbers and pointers to WebAssembly memory,

(2) RNTA, a call graph construction algorithm that leverages this refinement type system,

(3) an empirical evaluation of RNTA on 20 binaries showing, on average, reductions in the
number of reachable functions and call graph edges by 9.9% and 14.6%, respectively, while
increasing indirect calls that are resolved to a unique target by 12.6%, and

(4) aproof that the Refinement Type System is type-safe.

The rest of this paper is organized as follows. Section 2 provides background and conveys the
intuition behind our approach. Section 3, 5 and 4 cover the refinement type system. An empirical
evaluation of RNTA is presented in Section 6. Section 7 presents related work and Section 8
concludes.
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RUST WEBASSEMBLY
use wasm_bindgen: :prelude::*; (type 0 (func (param i32 i32) (result i32)))
W func $num_add (type 0) (
type NumOps = fn(i32, i32) -> i32; W local.get 0

oub fn num add(nl: i32, n2: i32) -> i32 { ...
oub fn num sub(nl: i32, n2: i32) -> i32 { ...

local.get 1
i32.add )
func $num_sub (type 0) ( ... )
func $arr_add (type 0) (

# [wasm_bindgen]

oub fn indirect_call num( local.get 1
choice: usize, nl: i32, n2: i32 i32.eqz
) -> 132 { if ;; label = @1
let fns: [NumOps; 2] = [num_add, num_sub]; i32.const 0
if choice < 2 { return
f£ns[choice] (nl, n2) W end
} else { W14 loop
0 Wl local.get 0
} W16 i32.const 12
} w17 i32.add
wasm-pack ;g i32.10ad

type ArrayOps = fn(&[i32]) -> i32; —w L)
oub fn arr_add(array: &[i32]) -> i32 { ... } func $arr_sub (type 0) ( ... )
oub fn arr_sub(array: &[i32]) —> i32 { ... } func $indirect call_num (type 2) (

# [wasm_bindgen]
oub fn indirect call_array(
choice: usize, arr: &[i32]

call_indirect (type 0)

)

) -> i32 { func $indirect call arr (type 2) (
if arr.len() == 1 {
return arr[0] call_indirect (type 0)
}
let fns: [ArrayOps; 2] = [arr_add, arr_sub]; )

if choice < 2 { (table $num_add $num_sub S$arr_add S$arr_sub)
fns [choice] (arr) 32 (export "memory" (memory 0))
) else { W33  (export "indirect_call_num" (func $indirect_call_num))
0 W (export "indirect_call_arr" (func $indirect_call_arr))
} W35 (export "_ wbindgen malloc" (func 24))

Fig. 1. A Rust Library compi‘l‘ed fé-WebAssembly.

2 BACKGROUND AND MAIN IDEAS
2.1 Call Graph Analysis Over the WebAssembly Binary

A call graph analysis over the source code of the Rust library in Figure 1 will resolve the targets
for the indirect calls at R13 and R32 as num_add, num_sub and arr_add, arr_sub, respectively.
Unfortunately, a call graph analysis over the corresponding WebAssembly binary produced by the
compiler is not as precise. Indirect calls in WebAssembly make use of the call_indirect instruction
and are mediated through a WebAssembly table that contains a list of functions (line W31). We-
bAssembly is a stack machine and instructions push and pop values from the stack. At runtime, the
call_indirect instruction pops an i32 value from the stack which it uses to index into the table, thus
determining which function to call. The precision of a call graph analysis depends on how indirect
calls are handled. Current state-of-the-art analysis tools handle indirect calls in one of three ways:

(1) Naive Analysis: The target of an indirect call could be any function in the WebAssembly
function table. Industry tools like Wasm-OpT and WasM-METADCE [48] take this approach.

(2) Type-based Analysis: The syntax of a call_indirect instruction contains a function type
annotation (line W23) which is guaranteed to match the function type of the indirect call
target. State-of-the-art analysis tools like WAssAIL [42] and WAsMA [11] restrict the set of
possible targets to be the functions in the table whose type matches the type annotation.

(3) Index Analysis: Since an 132 value is used to index into the function table, tools like Was-
siLLy [33] and STURDY [28] perform a value analysis to determine the set of possible targets.

Unfortunately, for the example in Figure 1, all three strategies yield the same result. The indirect
calls at W23 and W28 have the same type annotation: type0, a function type that takes two i32s
as arguments and returns an i32. The number and array add and subtract operations all compile
down to have the same function type type0 and the WebAssembly table contains functions for all
of these operations. Additionally, the index into the table is provided by the user at runtime, and
so is unknown. Hence, a static analysis over this binary would resolve all four operations to be
potential targets for both indirect calls. In WebAssembly, the type system is not rich enough to
distinguish between different uses of i32s. In particular, there is no way to distinguish between i32s
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that represent numbers and i32s that represent pointers to the WebAssembly memory and so, there
is no way to distinguish num_add from arr_add.

2.2 Refining the WebAssembly Type System With Pointers

WebAssembly does not distinguish between numbers and pointers. All i32 values (32-bit integers)
serve multiple purposes: indexing memory, controlling conditionals, indexing the function table,
and arithmetic operations. However, we hypothesize that i32 values used as pointers are consistently
used to load from and store to memory. For example, in Figure 1, function arr_add treats its first
parameter (accessed using local.get 0) as a pointer—adding an offset of 12 and loading from that
memory location at W15 — W18. The second parameter (accessed using local.get 1) acts as an array
size, triggering an early return at W08 — W13 when zero. This corresponds to how wasM-PACK
compiles Rust arrays as a pointer-size pair.

Correspondingly, we refine i32 to two new types, ptr and num, both subtypes of i32, where
ptr represents pointers to the WebAssembly memory. We also change the type system to be a
refinement type system [14, 19, 21, 35] and type the WebAssembly memory to be able to track reads
and writes to memory. The changes to the type system are described in Section 3.2 and are not
extensive. We only refine i32’s and do not refine the other base WebAssembly types, i64, f32 and
f64. Our hypothesis is that in working with even a simple set of refined types for WebAssembly, we
are able to be more precise in our estimation of indirect call targets simply by virtue of richer type
information.

To discover these refinement types, we first generate constraints over the WebAssembly binary
under inspection. These constraints encode how data is used. For instance, if a WebAssembly
instruction loads from or stores to an i32 then that type should be refined to a pointer. For simplicity,
we generate constraints over WAFFLE [13], an intermediate representation for WebAssembly that
uses Static Single Assignment Form [15]. We then solve the constraints, while performing a value
and pointer analysis, to obtain refinement types over the Wasm binary. We then apply a type-based
call graph analysis over the refinement type system. We explain the details of this process in Section
3 and 5. Note that we only generate and solve constraints over WebAssembly 1.0.

3 A SYMBOLIC REFINEMENT TYPE SYSTEM FOR WEBASSEMBLY
3.1 Background on WebAssembly Instructions and Typing

Below we discuss a subset of WebAssembly instructions and their typing. For a description of the
complete instruction set and module typing, please refer to Haas et. al.[24] and the WebAssembly
1.0 specification [47]. Instructions in WebAssembly operate on an implicit value stack by popping
argument values and pushing computed results. As shown in Figure 2, the instruction typing
judgment in WebAssembly has the form C" + e* : 7]} — 7' which says that in a context C", the

one-or-more instructions e* expect a sequence of m values of types 7, (for i € {1,...,m}) at the
top of the stack and replace these with a sequence of n values of types 7/ (for j € {1,...,n}) at

the top of the stack. Note that here we use subscripts and superscripts w for grammars of original
WebAssembly elements, while later we will use r for our refinement-typed WebAssembly.

3.1.1  Values and Arithmetic Instructions. WebAssembly has four value types: i32, i64, {32, f64. They
represent 32- and 64-bit integers and 32- and 64-bit floating-point numbers. Values in WebAssem-
bly are numeric constants tagged with the appropriate value type, e.g., the 32-bit integer 42 is
represented as i32.const 42. The i32.const 42 instruction pops nothing from the stack and pushes
the i32.const 42 value onto the stack. This is reflected in the typing rule for constants, as shown in
Figure 2. The figure also contains the typing rule for binary operations, which expect two values of
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CY == {func tf,”, local ry,", global ", table n’, memory n’, label (7%)*, return (z%,)’}
Typing Instructions With the Original WebAssembly Value Types. CY ke :tfy
Tw = i32]i64| 32| f64
thy o= Ty — T
- CONSTANT ™ BiNaRrY Ops
C" F ry.const ¢c: € > Ty CY b 1w.binop : Tty — Tw
tfo = T — To CY, label(z]) + € : tfy, CI‘:bel(i) =Ty
P - Brock - Pa—— — BREAK
C" + block tf,, e” end : tf,, CYFbri:oy, ryy — Ty
. ? 2 .
Chine (D) = tfyy Cremory =1 2 < (Itpl )'lrwl  (tp59)" =€V rw=im
—_ 0AD
C%bcalli:tfy CY v 1ty doad(tp_sx)’ a0:i32 - 1y

Fig. 2. Typing of a subset of WebAssembly Instructions in the Original Type System.

the type they are annotated with on the stack and produce a value of the same type. For example,
i32.add expects two i32’s on the stack and pushes a i32 onto the stack.

3.1.2  Control Constructs and Breaks. WebAssembly has control constructs such as blocks and
loops and provides structured control flow with break instructions that are annotated with an index:
br i. Here, i is a de-bruijn index [16] out of n labels that are associated with n enclosing control
constructs. The target construct at i determines how the br instruction behaves —if it is a block,
control jumps to the end of the block and if it is a loop, control jumps to the start of a loop. This is
evident in the typing of the block and br instructions. Blocks are annotated with a signature #f,,
that expects 7 types on the top of the stack at the start of the block, and expects i} types on the
top of the stack at the end of a block. The sequence of instructions in a block is type checked under
a label that states that this enclosing block expects 7, values on the stack. A br instruction finds
the label associated with the i enclosing target control construct and before jumping to the end
or start of the target, ensures it has the right types on the stack. If the target construct is a block, it
would expect 77, on the top of the stack.

3.1.3 Loads and Stores to Linear Memory. Loads and stores to WebAssembly memory are done
with load and store instructions that are annotated with the type of data loaded from memory and
stored in memory respectively. For example, i64.load loads a i64 value from memory. WebAssembly
memory is only indexed by i32 values and so the i64.load expects an i32 value on the stack and
pushes an i64 value to the stack.

3.1.4  Function Calls. Functions in WebAssembly are referenced using an immediate index into the
function section of a module. Hence, a call instruction is annotated with a index i, identifying the
function to be called. This index is used to look up the function type of the called function in the
context C*. The function type specifies the types at the top of the stack before and after the call.

3.2 Symbolic Refinement Type System
We present a refinement over the original WebAssembly (version 1.0) type system in Figure 3. We
discuss each change to the type system below:

(1) Symbolic Refinement Types, 7,: We introduce refinements to each base WebAssembly value
type 7w. For example, if the top of the stack is typed to be 7 in WebAssembly, it is ascribed
the refinement type 7 (n) in our type system, where n is an abstract number. A refinement
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Refinement Type System ‘

Abstract Number n

Symbolic Location l

Abstract Refinement Type  «

Symbolic Refinement Type 1, == i32(n)|ptr(l,n) | num(n)|i64(n) |f32(n)|f64(n)
Type Tag T == i32]|ptr|num|i64|f32]f64

Original Value Types Tw o= i32]i64|f32]|f64

Refinement Function Type  tf; u= #f — ]

Symbolic Function Type tf, = o —a*

Symbolic Global Type tg, == mut’ a*

Abstract Memory Typing ¢
Symbolic Memory Typing X

12 (Ln) - 4

Constraint System

Operations op == unop;n | unopen | cotop | binop;n | binopr | testopin |
relopin | relopsn
Type Constraint t s=maz=tla<rlazala=|]|at|a= slal(ip sx?, a,0) 1@ = op((a”)*)

Memory Constraint m :
Constraint Set S

c=Zls=¢lg=ls" s =clam al(y, 4 0
1S, t|S,m

Fig. 3. Syntax for Symbolic Refinement Types and Constraints Generated Over WebAssembly.

type such as i32(42), in a more traditional presentation of refinement types, might be written
as {n: f| p <:i32 A n = 42}. For types i32(n) and f32(n), n € {N3, U {T, L}}, while for
i64(n) and f64(n), n € {Ng, U {T, L}}.

(2) Pointers and Numbers: Since i32s are used both as pointers into the WebAssembly memory

and numbers, we add two new types ptr and num, where ptr and num are subtypes of i32.
Pointers are represented symbolically as ptr(l, n) with a symbolic base address [ and symbolic
offset n, allowing us to track pointer arithmetic without knowing concrete addresses. The
symbolic address [, is used for constant memory addresses. Numbers are represented as
num(n) with a symbolic value. The types i32(n), ptr(n), and num(n) form a lattice, the
subtyping relation and meet and join operations for which are discussed in Section 3.4. We
only refine i32 because the other WebAssembly value types (i64, f32, f64) are not used to
index memory.

(3) Symbolic Memory Typing, 3: Unlike the original WebAssembly type system, we type the flat

contiguous array of bytes that serves as the WebAssembly linear memory. Since memory
operations are ubiquitous in WebAssembly, we need to be able to recover the (refinement)
types of values that are stored in memory at a specific address. A memory typing ¥ is a
mapping from symbolic location, offset pairs (I, n) to symbolic refinement types .

(4) Refinement Function Types, tf; : Function types tf;, in WebAssembly are used to encode

the types of functions, blocks, loops, and calls. They specify the (input and output) base
WebAssembly types r,, for these constructs. In our refinement type system, a refinement
function type tf; specifies not only the lists of (input and output) refinement types 7, but
also the shape of the (input and output) memory typing >. We must track how the memory
typing changes over the course of execution since WebAssembly programs perform strong
updates that can change the type of data stored in memory. For instance, a function that
expects a i32 at location (I, 0), because it reads from (I, 0) using a i32.load instruction, might
later store an f32 at the same location.
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(5) Label Typing: In WebAssembly, labels of control constructs contain the shape of the stack
expected when there is a jump to the control construct. In our refinement type system, we
must specify not only the expected refinement types 7, on the stack but also the expected
memory typing ¥ for the control construct in the label.

3.3 Constraint Language to Discover Refinement Types

In this section, we explain how we discover symbolic refinement types for WebAssembly code.
WebAssembly’s type validation algorithm, described in the specification [47], performs a single
forward pass over the instructions in a function body to validate that WebAssembly function.
Unfortunately, a forward-only analysis isn’t possible when we wish to discover refinement types.
Instead, we first generate constraints over a WebAssembly function in order to later discover
refinement types for each function, instruction, and variable via constraint solving. Accumulating
constraints is necessary because it is often not immediately obvious if an i32 value is a pointer or a
number. For example, in function arr_add (Figure 1), the parameters’ types are not immediately
clear. Only at line W18, where the first parameter accesses memory, do we discover it is a pointer.
We must then propagate this type backward to the function signature and other uses. Thus, a
forward-only analysis is insufficient—we need types to propagate backwards too.

We generate constraints over WebAssembly functions and solve them in a fixed-point algorithm
to get symbolic refinement types 7, for every stack slot in the value stack, local and global variables,
and symbolic memory typing X. Our call graph analysis is over the symbolic refinement type system.
We will later use the symbolic refinement types we discover for WebAssembly code e* to guide the
construction and typing of a concrete-refinement-typed WebAssembly program ex, for which we
prove type safety in Section 4.3.

To generate constraints, we first associate every stack slot in the value stack and local and
global variables, with a unique abstract refinement type variable @ and every memory state with
a unique abstract memory variable ¢. We generate constraints over WAFFLE [13], an SSA IR over
WebAssembly, since SSA form allows us to type different updates to a variable with distinct
refinement types. For each instruction, we generate type constraints over as and memory constraints
over ¢s, the syntax of which can be seen in Figure 3. A subset of the constraint-generation rules for
WebAssembly instructions are described in Figure 4, with all the rules in Appendix D. We discuss
the interesting constraint-generation cases below.

3.3.1 Arithmetic Instructions. Let us consider the example of i32.add, which expects two values
on the stack, of types @; and @, and produces a single value of type a3, i.e., a3 = a1 + az. We
know that the only disallowed case for this operation is the addition of two pointers. This has
interesting implications for constraint solving, since if a; = ptr(l,n;) and a; = i32(n2), @, can be
refined to be num(ny), since the alternative is not permitted. In fact, the types of each argument
and result can affect each other. If &; = num(ny), a, = i32(n2) and a3 = ptr(l, n3), a, is refined to
be ptr. Meanwhile, if a3 = num(ns), a; is refined to num. We leave discovering the appropriate
refinements to constraint solving and at the time of constraint generation, generate constraints
to tie each «a to each other o, with the relevant arithmetic instruction. For i32.add, we generate
the constraints, a; = i32.add(_, ay, a3), ap = i32.add (@, _, a3) and a3 = i32.add(ay, az, _). The
underscore in the constraint holds the place of the  current being refined. A similar strategy is
followed for all arithmetic instructions.

3.3.2 Memory Instructions. The i64.store instruction expects a pointer type ap on the stack
and some data type dqata. ptr is constrained to be a pointer by generating a subtyping constraint
per <: ptr, while the data is constrained to be a subtype of the type expected by the store instruction,
Qdata <: 164. The abstract memory typing represented by ¢, an input to the rule, is updated to record

J. ACM, Vol. 37, No. 4, Article 111. Publication date: August 2018.



344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365

367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
384
385
386
387
388
389
390
391
392

111:8 Anon.

C% == {func tf,,”, local a*, global tg,*, table n’, memory n’, label (a*,¢)*, return (a*,¢)’}

Constraint Generation for Instructions S$;6;C%Fe:a* — a8’

a fresh S =5:[a = 1w(c)]

= 7 CONSTANT
S;6;C% Frw.constc:e = ;556

aj ay € dom(S) a3 fresh

S" =S [ag = binop(_, az, @3) A ap = binop(a1, _, a3) A a3 = binop(ay, az, _)]
Binary Ops

S;6;C% F ty.binop 1 a1 az — a3;S’;¢

tfy = T — Tor a" € dom(S) a™, ¢ fresh
S;¢;C, label(a™, ") Fe* : o — (a')™; 86" a*a™ € dom(S) Cf;be[(i) =a,¢
" =8 u[(@a=a)" A" =" S"=5:[¢=Ugs’ A(a=Uaa’)"]
104 ¥ n m 44 ’ BLOCK 104 * N £ / BREAK
S;6;C” F block tf, e" end : " — a™;S” ;¢ S$;¢;C%kbri:a’a” - a5 ¢
Cﬁjnc = T\:Vn - T\r’\ll afl € dom(S) , al € dom(S)
S =5: [(a <: Tw)m A (0{’ <: Tw)n] §'=S: [6(1 <iptrAaz = g[al](tp sx?, a, 0) Aoy <: Tw]
o m NI ALL p > — ; Loap
S;6;C% Feall: a™ — ()" 556 S;6;C* F twload(tp_sx) ao: a1 — azS';g

Fig. 4. Constraint-Generation Rules for a Subset of WebAssembly Instructions.

a mapping from apy = Qdata, and is copied into a new ¢’, which is returned by the rule. The
constraint on the abstract memory typing is ¢’ = ¢[apyr = @data]. The i64.l0ad instruction is
similarly constrained to expect a pointer on the stack and a subtype of i64 as the result. Here, the
load constraint is represented as ddata = ¢[@ptr]. Similar constraints are generated for all 7,,.load
and 7, .store instructions.

3.3.3 Blocks, Loops. Let us consider the sequence of instructions, block tf,, e* end. Let the block
expect n values on the stack and return m values. m a;’s are freshly generated and added to the
context with a label. This is done so that break instructions out of blocks know the number of
values required on the output stack of the target block. We generate constraints for the body of the
block, with this new context, which gives us m azs. The m a; and a,s are now equated with equality
constraints, and m a;s are returned by the instruction on the result stack. A similar scenario arises
for loop instructions. For loops, the n input as are added to the context instead of the m result as
that are added to the context for blocks. This is because break instructions in loops restart the loop
and have to know the number of values required on the input stack of the loop.

3.3.4 Break Instructions. br instructions are used to break out of blocks and restart loops. In the
case of blocks, the values on the stack at the br instruction are returned by the target block. Since
our analysis is flow-insensitive, we join all possible result stacks for a block. The context carries the
expected value stack at the target block, so we generate join constraints for the as on the stack and
the as expected by the target block. In the case of loops, the values on the stack at the br instruction
are used to restart the loop. Constraint generation is the same regardless of whether the target of
a br instruction is a loop or a block. Note that generating join constraints in this fashion embeds
the looping structure of the program into the constraints. For example, consider the following
sequence of instructions: loop tf,, e* end. If tf,, = i32 — (), we would generate constraints for the
loop inputs as ag <: i32. We would then generate constraints for the body of the loop with label ()
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added to the context. If we came across the instruction br 0, in the loop body, with a; on the stack,
we would generate the constraint oy = | | apat;.

3.4 Constraint Solving

We solve a set of constraints generated over a WebAssembly function using a standard fixpoint
algorithm, described in detail in Figure 1. At the end of constraint generation, we have a set S of
constraints over a function body. We create a mapping Constraint, that maps each « in S to the type
constraints on « and similarly, maps each ¢ in S to the memory constraints on ¢. We resolve the
equality constraints for a’s and ¢’s when creating this map. We also record dependencies between
a’s and ¢’s using the influence vector infl. This is used to recompute the constraints of a certain
a or ¢ when its dependencies have changed. We pass the Constraint and infl maps as inputs to
constraint solving and compute a maximum fixed point solution for every « and ¢ in S using a
standard worklist algorithm. The constraints on a’s are solved to get a symbolic refinement type,
7y, and the constraints on ¢’s are solved to get a memory state, 3. If there exists a & = 7; in the
constraints for a, we initialize the solution for the « to be 7. Otherwise, we initialize the solution
to be the T type. We initialize the solution of all ¢’s to be an empty memory state. We initialize
the worklist with all ¢’s and ¢’s in the domain of the Constraint map, and continue solving till
the worklist is empty. If the solution of an « or ¢ is found to be different from its solution in the
previous iteration, we add all o’s and ¢’s that depend on it into the worklist. We discuss solving
type and memory constraints below.

3.4.1 Solving Type Constraints. To solve the type constraints for a given @, we iterate over each
constraint in Constraint[ ] and progressively narrow the current solution by taking its meet with
the type computed from each constraint.

(1) For a subtype constraint a <: 7, the solution is met with 7(T), restricting « to the correct
base type while keeping its value refinement as precise as possible.

(2) For an operation constraint o = op(ay, ..., a,), we evaluate op on the current solutions of
the a and meet the result into ’s solution.

(3) For a join constraint (generated over blocks and loops) & = | | ] ... a;,, we join the current
solutions of all & and meet that join into &’s solution, capturing merge points in control
flow.

(4) The memory load constraint & = ¢[a’] is the most complex case due to potential aliasing. We
resolve the current memory state 3 = p[¢] and pointer type = pla’]. If P = ptr(l,n)
and (I,n) — 7, € X, we read 7, as the primary result. We then conservatively identify all
potential aliases in X: (1) ptr(T, T), a fully-unknown pointer that could alias anything; (2)
ptr(l, T), a pointer to the same allocation but an unknown offset; and (3) any other entry
ptr(l’, n"), which may alias ptr(l, n) since the relationship between allocation labels cannot
be determined statically. The final solution for « is the meet of its current value with the
join of all these contributions, ensuring that any type stored at a possible alias location is
accounted for.

3.4.2 Solving Memory Constraints. Solving the memory constraints for a given ¢ iterates over each
constraint in Constraint|g|, progressively updating the current memory state ¥ = p[¢] via meet
operations.

(1) For a memory equality constraint ¢ = 3, we meet the given concrete state ¥’ into X.
(2) For a join constraint ¢ = | |67 ...G;,, we join the current solutions of all ¢; and meet the
result into ¥, capturing merge points in control flow.
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(3) The memory store constraint ¢ = ¢’[a; — a3] requires the most care. We resolve the base
state X’ = p[¢’], the pointer P = plai], and the data type 7922 = p[a,]. If the pointer
is a concrete ptr(l, n), we perform a strong update, meeting ¥ with ¥’ modified to map
(I,n) to f'fata; otherwise we meet X with the unmodified X’. Note that a concrete pointer
might be a constant memory address with a statically known offset or a symbolic address
with a statically known offset. We then handle aliasing conservatively: if ¥ already contains
an entry for ptr(T, T), ptr(l, T), or any other ptr(I’,n") whose relationship to ptr(l, n)
cannot be determined statically, we join 7922 into the type at that alias entry, reflecting
the possibility that the store may have updated it. This ensures that a store through an

ambiguous pointer is reflected at all locations it might affect.

The precision of our memory analysis depends on how much is statically known about the
pointer used in a load or store. When a function takes a pointer as a parameter and accesses memory
exclusively through statically known immediate offsets (encoded directly in the instruction, eg,
i32.load offset = 8), the pointer is represented as ptr(l,i32(8)), i.e., a pointer with a symbolic location
I and concrete offset i32(8), enabling precise, strong-update semantics for every load and store in
the function body. Precision degrades when a dynamic offset is used, or when a function accesses
memory through two or more pointers whose relationship cannot be determined statically: since
no information is available to distinguish their allocation labels, our analysis must conservatively
assume they may alias. Precisely characterising aliasing among dynamically computed addresses is
undecidable in general [26], so our analysis must overapproximate when aliases cannot be resolved
statically. In such cases, the result type of a load, or the updated memory state after a store, is
widened to account for all potential aliases.

3.4.3 Refinement Type Lattice and Soundness. The precision and soundness of the analysis depends
on the Refinement Type Lattice, which we now explain. The WebAssembly base types that have
not been refined beyond the addition of an abstract value (i64, f32, f64) have sub-lattices defined as
follows: £;, = 7w(Nj|) U {tw(T), 7w (L)}. The i32 sub-lattice is more complex, containing ptr
and num as shown in Figure 5 with a portion of its meet and join operations, which we discuss
in detail shortly. The entire type lattice is defined as £ = {T, L} U Lizo U Liga U L3 U Ligs. The
lattice has finite height, ensuring that constraint solving terminates. Our constraint generation
rules guarantee that every « has a valid base WebAssembly type. Since constraint solving computes
the greatest fixed point, the analysis is sound: in the worst case, conflicting constraints cause
the refinement to collapse to an unrefined base type with no value refinement. For example, if
« is constrained to be both ptr and num, their meet loses the refinement but retains the base i32
type (Figure 5, last rule). We discuss this case and other interesting meet and join cases of the i32
sub-lattice below.

Join of two pointers. The canonical example for joins in static analysis is the if-then-else
expression. Let us suppose that the then branch of such an expression returns ptr(ly, n;), and the
else branch returns ptr(ly, ny). What pointer does the if-then-else expression return? Since it could
be either of the two, we do not presume to know what the pointer could be and instead return
ptr(T, T). Instead, if the then branch returned ptr(l, n;) and the else branch returned ptr(l, n;), we
say that the if-then-else expression returns ptr(l, ny Mny).

Meet of two pointers. The canonical example for meet operations in static analysis is values
during several loop iterations. Say, at loop iteration n, the type of a stack slot is ptr(l, n1), a pointer
with a symbolic address, and at loop iteration n + 1, its type is ptr(l., ng), a constant pointer. Since it
is impossible for a stack slot to have a symbolic and constant pointer, we return ptr(L, L). On the
other hand, say that at loop iteration n, the type of a stack slot is ptr(ly, ny) and at loop iteration n+1,
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Algorithm 1 Algorithm for solving constraints described in Figure 3

Require: Constraint = [a +— tt;¢ > m*],infl= [a — {a*,¢*};¢ — {a*,¢*}]

Ensure: The least Solution p = [a — ;¢ — X]

Worklist < dom(Constraint)
for all @ € dom(Constraint) do

if 3 a = 7; € Constraint[a] then p[a] = 7; else p[a] =T
for all ¢ € dom(Constraint) do p[g] = -
while Worklist # 0 do

v = Worklist.pop()

Old, = p|[v]

if v = « then EvaLy (Constraint, p, a)

if o = ¢ then Evar(Constraint, p, g)

if Old, # p[v] then Worklist.append(infl[v])
procedure EvaL,(Constraint, p, o)

i = pla]

for all ¢ € Constraint[a] do

ift =a <:rthen ¥ =7% Nz(T)

if t =a = op(af,...,ay) then 7f := 2¥ Nevalop(plaf], ..., play,
ift=a=la]...apthent =7 N (plag]U...Uplay])
ift=a=¢[a'] thenX =p[c] A frptr = pla’]
if fftr =ptr(l,n) A (I,n) — 7 € X then fr(l’n) = 7y else 7y
if A ptr(T,T) > 7 € X then fr(T’T) = 7; else fr(T’T) =1
if Iptr(LT) — 7 € = then 757 = 2 else 207 = 1L
if 3 ptr(I’,n’) — #; € 3 then f'r(l/’"/) = 7; else fr(l’T) =1
3 o= g B 20T | pBT) ()
pla] = ¥
procedure EvaL(Constraint, p, g)
> = plg]

for all m € Constraint[g] do

ifm=¢=3thenX =3'1M%

ifm=¢=|]¢]...cy thenX = (p[g]]U...Up[sp,]) =

ifm=¢=¢[a1 > az] thenY =p[¢'] A fftr = plai]

if 7"

if 3 ptr(T, T) > # € S then 3 == B[(T, T) — 7/ L £data)
if Aptr(L,T) > 7/ € S then 3 = B[(, T) > #/ L 2d2ta)
if Aptr(/,n’) > £ € Sthen X = 3[(I',0") > &/ L 7data]

plsl ==

Aln)

A f_data .
r
=ptr(l,n) then 3 =3 N3 [(l,n) — frdata] else> =>n%

its type is ptr(ly, ny). This means that the type at this stack slot is both ptr(l;, ny) and ptr(ly, n,).
We equate these two pointers to a third pointer ptr(ls, 0), where I5 is a fresh symbolic location and
ptr(li, ny) = ptr(ls,0) A ptr(ly, ny) = ptr(ls, 0). Pointers can be written as polynomials (since the
offset is usually added into the base address) and we get that [y + n; =I5 or that, l; = I3 — ny and

I, = I3 — n,. We say that the type of this stack slot is ptr(l3, 0).

Join and Meet of a pointer and a number. The join of a pointer with a number results in an
i32(T), except in the case of constant pointers ptr(l;, ny). For a constant pointer, we know that the
base address I. equates to 0 and so the operation ptr(l, ng) LI num(n;), produces i32(no L n;) as
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. i32(n1) U i32(n1) =1i32(ny Uny)
i32(T) i32(n1) O ptrlleno) = i32(ng Ung)
/ I\ i32(n1) U ptr(lon) = i32(T)
~i32(n) i32(n1) U num(ny) =1i32(ny Uny)
ptr(ly, n1) U ptr(l, ng) = ptr(ly, n1 Uny)
// ptr(ly, ny) U ptr(la, ng) = ptr(T,T)
ptr(T,T) num(ny) U num(ng) = num(n; U ny)
num(ny) U ptr(le, no) =1i32(ny Ung)
il () \t (U T) ) num(ni) U ptr(ly, ng) = i32(Tl) ’
p r(l., ...p r(l,, e num(T
i32(n1) m o i32(n1) =1i32(ny Mny)
CIN N SN R pn) =t )
woptr(l, ng)™ ptr(ly, np)= ~num(n)- 320n0) 0ot ot m) 1 ptr (Lo, o)
\ ‘ / \ ‘ / \ ‘ / i32(n1) M num(ng) = num(n;) U num(ny)
ptr(le, L) =ptr(lp, L) num(L) ptr(l1, n1) n ptr(le, no) = ptr(L, 1)
ptr(l1, n1) n o ptr(ly, n2) = ptr(ly,n1 Mny)
\ / ptr(l1, n1) n o ptr(l, ng) = ptr(l3,0)
ptl’(J., J_) where I3 fresh Al; =13 —ny Aly =13 —ny
\ num(ny) M num(ny) = num(n; Mng)
num(ny) n ptr(le, no) =1i32(1)
i32(L1) num(n) nooptr(l,n)  =i32(1)

Fig. 5. The i32 Sub-Lattice With a Subset of Meet and Join Operations Defined.

its result. The meet of a pointer and number unequivocally results in a i32(.L), as per our relation
definition shown in Figure 5.

Join and meet of a i32 with a pointer. If the then branch of a if-then-else expression returned
i32(n) and the else branch returned a constant pointer ptr(l, ng), the if-then-else expression would
return i32(ng L np). If the else branch returned a pointer with a symbolic address ptr(lz, n,) instead,
the if-then-else expression would return i32(T), since the base address /; is unknown. For the meet
operation between i32’s and ptr’s, let us imagine that the type of a stack slot at loop iteration n is
i32(n;) and that at loop iteration n + 1, the type of the stack slot is a constant pointer ptr(l, ny).
The type of the stack slot is then both these types and so, ptr(l, no Mn1). If instead, at loop iteration
n + 1, the type of the stack slot is a symbolic pointer ptr(ls, ny), the type of the stack slot would be
ptr(le, ny) M ptr(ly, ny), which results in ptr(L, 1).

Join and meet of ai32 with a number. If the then branch of a if-then-else expression returned a
i32(ny) and the else branch returned num(n,), the if-then-else expression would return i32(no LI ny).
For the meet operation between i32’s and num’s, let us imagine that the type of a stack slot at loop
iteration n is i32(n,) and that at loop iteration n + 1, the type of the stack slot is a constant pointer
num(ny). The type of the stack slot is then both these types and so, num(ng M ny).

Note that we never explicitly join or meet locations separate from their offsets. When the meet
operation is performed over two pointers with the same symbolic base address [, the result is a
pointer with that base address [ and the join of their offsets. When the meet operation is performed
on two pointers with different symbolic locations, we produce a pointer with a T location and T
offset. This is analogous to ptr(T), since we never construct ptr(T, n). Similarly, for join operations,
we never construct ptr(L, n) and ptr(L, L) is analogous to ptr(L). However, in both cases, we do
construct ptr(l, T) and ptr(l, 1).
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R := {inst C"*, tab n*, mem ¥*}
C" == {func tf,", local 7", global 7", table n’, memory n’, label (z},¥)", return (rr*,‘I’)?}
Typing WebAssembly Instructions with Refinement Types R;C" F e : tf,

Try, = 132(n) | ptr(n) | num(n) | f32(n)

Tr U= Tpy, | 164(n) | f64(n)
T u= i32|ptr|num]|i64|f32|fe4
¥ a= {(ptr(n) & ry,)"}
tf, =1,V -, ¥
2 = binop(z}, 72) 2 < 7(T)
- CONSTANT ) 3 Binary Ops
R;C" + r.const ¢ : 7(c) R,C" + t.binop : 1, 1f — 1}
tfr = T;n, ‘I’pre - T;l,\llpost Ry = \Ppre
R;CT, label(r;:, Ypost) F €” : 1/'rm,‘I’pre — ()", \F,;ost Clrabel(i) = ()™ ¥
(rf <t )™ \I’post <t Wpost (rr <t )™ Ry <: ¥/
- - Brock " — m - BREAK
R;C" + block tf, e” end : tf, RC"vbri:z ;" —> 1,
Cgunc(i) = ()™, \P;,)re - (T;)n»\PF,)ost -
Ifﬁ = Trm, \Fpre g Trn, \Ilpost Cmemory =n R
Ry = Ypre (rr <z )™ (rf <t )" 7r = load_and_extend(c + o, 7, (tp_sx)’, Ry)
Fpre < ¥pre  Ppost <t Fpost 2° < (Itpl Q'lml  (1p_s9)’ =€V =im
- - m - CALL " > Loap
R, C" kcallitfy: 7", Ypre — 17 ¥;C" + rload(tp_sx)" ao: ptr(c) — 7

Fig. 6. Typing of a subset of WebAssembly Instructions in the Concrete Refinement Type System.

4 CONCRETE REFINEMENT TYPES AND TYPE SAFETY

We have seen how to generate constraints over a given WebAssembly function to discover symbolic
refinement types 7;. To prove this refinement type system sound, we must derive concrete refinement
types from the symbolic ones. Progress requires demonstrating that well-typed instructions can
execute according to the operational semantics, which operates on concrete addresses and values.
Unlike the original WebAssembly type system, which does not type memory and relies on type
annotations to ensure bytes are interpreted correctly, our refinement type system explicitly types
memory contents. This requires concrete types for the progress proof: symbolic types like ptr(/, n)
suffice for static analysis but cannot represent actual runtime values needed to show memory
operations execute correctly.

4.1 Concrete Refinement Type System

To prove type safety, we transform the symbolic refinement types 7, discovered through constraint
solving into concrete refinement types 7. We posit that there exists a mapping 5 from symbolic
addresses to concrete addresses for every X, where, for a X before and X after an instruction,
Npost = Mpre- Hence, for every a and ¢, we recover a concrete refinement type 7, and concrete
memory typing ¥, defined in Figure 6. Since ¥ is only typed with 32-bit types, we split each 64-bit
sized type i64(n) or f64(n), into two i32 values from the high and low 32 bits of n. We now make
several transformations to the WebAssembly function, in order to type check it:

o Instructions tagged with a WebAssembly type annotation 7y, are transformed to have a
refined type tag 7. E.g. i32.const 42 ~» num.const 42, where the latter expects a num on
the stack rather than a i32.
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e Instructions annotated with WebAssembly function type annotations tf,, are instead an-
notated with concrete refinement function types tf, that include ¥, and ¥,ost memory
typing before and after the instruction.

e Function types are also transformed to have concrete refinement function types tf,.

o The call instruction is typed to have a tf, annotation (shown in Figure 6) to denote the shape
of the stack before and after the call.

4.2 Typing Rules

Next, we describe the refinement typing rules for a subset of WebAssembly instructions (shown in
Figure 6). Here, R is a refined store context and contains the WebAssembly module instances C", a
shared table of functions and the memory typing . R is analogous to the store context S in the
standard WebAssembly type system, except that S had a linear sequence of bytes as its memory.
Refinement typing rules for the entire instruction set can be found in Appendix A.

4.2.1 Arithmetic Instructions. We restrict the refinement typing of arithmetic instructions to only
allow certain combinations of i32, ptr and num. For instance, in the BiNnary Ops rule in Figure 6,
the result type is computed using the function binop which takes two input refinement types and
computes a result refinement type, but only considers certain pairs of input types valid for each
specific binary instruction. The instruction will fail to type check if a invalid pair of input types is
provided for a given binary operation. We discuss a few specific binary operations below.

e Comparison: Comparison of i32s and all its subtypes result in a num. All combinations of
i32, ptr and num can be compared.

o Addition: WebAssembly allows addition of two i32s, either of which, or the result of which,
can be used to index into the WebAssembly memory. We do not allow addition of two
pointers, but allow addition of every other combination of i32, ptr and num. Moreover,
addition of a ptr and a num yields a ptr.

e Subtraction: We do not allow subtraction of ptr from a num, but we do allow all other i32,
ptr and num combinations for the subtraction operation. Subtracting a ptr from a ptr yields
a num (an offset).

4.2.2 Control Constructs and Breaks. The BLock rule is annotated with a refined function type
tf, which specifies the stack shape and memory typing expected before the block instruction and
at the end of the block instruction. Since the end of a block is the meet of several breaks out of
the block, we ensure that the shape of the stack and memory after type checking the instructions
in the block should be subtypes of the types expected on the top of the stack and of the expected
memory typing. This is necessary since it is valid in WebAssembly for one control path to the end
of the block to return a ptr and another to return a i32, since they would both be integers in the
WebAssembly type system. br instructions are typed similarly.

4.2.3 Loads from Linear Memory. While in WebAssembly, i32s are used to index into memory, our
refinement type system requires that only values of ptr type be used to index into memory. We
modify the typing rule for the LoaD instruction to expect a ptr(n) on the stack, as shown in Figure
6. The load instruction is optionally annotated with a packed type and size, tp_sx, which is used to
pack and sign extend the data stored in memory. Addtionally, our memory typing ¥ only stores
types of 32-bit size, 7,,. If the load instruction expects a type of size 64 bits, we load the sequence of
bytes from address n + o, where o is the offset provided to the load instruction, and address n+o + 4
as a 64-bit value as directed by the 7 annotation on the load instruction which specifies the type of
data we want to load. All this is done by the load_and_extend function, in Appendix A.
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4.2.4  Function Calls. Typing a call instruction is more complex than in WebAssembly since our
refinement type system has subtyping and since it keeps track of the expected memory typing at
various points in the program. We change the WebAssembly call i instruction to call i tf, where
tf, specifies the stack shape and memory typing expected before and after the call. When typing
the call instruction, we need to ensure that the stack shape and memory typing before the call are
subtypes of the stack shape and memory typing expected by the function being called, and that the
stack shape and memory typing when the function returns are subtypes of the stack shape and
memory typing expected after the call by the callee.

4.3 Type Safety

The operational semantics of this transformed WebAssembly program e,* remains largely un-
changed from the original WebAssembly operational semantics, but there are a few changes. For
example, for the binary operation rule, the type annotation on the z.binop instruction no longer tells
us the types expected on the WebAssembly stack. Instead of, (zy,.const ¢;) (zw.const ¢3) Ty .binop —
Tw-.const(binop (cy, cz)), in the refinement type system, the operational semantics of binop steps
as follows, (#l.const ¢;) (#2.const ¢y) 72.binop < rt_binop ((z!.const c;), (£.const c;)), where
rt_binop calculates the binary operation over refinement types.
We now prove type safety as the standard progress and preservation theorems.

THEOREM 1. Progress: If R;C" +; e,* : t}---t™ — 12 A (v : ,)™A F; s : R thene,* = v* or
e, =trap ors;v,";e," — ;0" e,"

THEOREM 2. Preservation: IfR;C" +ie,* it} 7™ = A F; (0: )™A b s: RAS, 0% 6%

s’,0"", e,"" then AR’ such that dom(Ry) C dom(Ry)A +; s’ : R AR;C" +ie,/" 2 1)

r

Proofs of the above theorems are very similar to the WebAssembly progress and preservation
proofs except for minor changes to account for the refined types. The main interesting aspect of
our refinement type system is that, unlike WebAssembly, we also type the linear memory, keeping
track of the memory typing ¥ in the context R. We present the proof of progress and preservation
for the load instruction in Appendix B.

5 CALL GRAPH ANALYSIS OVER SYMBOLIC REFINEMENT TYPES

To determine valid targets for an indirect call, RNTA checks type compatibility between the inferred
callsite type and each candidate function’s signature using standard function-type subtyping: the
arrow type is contravariant in parameters and covariant in return types. A function f is a valid
target if (i) each callsite argument type is a subtype of the corresponding parameter type of f,
and (ii) the return type of f is a subtype of the return type expected at the callsite. When both
the callsite and a candidate have pointer-typed arguments, comparing symbolic pointer values
ptr(l, n1) and ptr(ly, ny) directly is not meaningful, as their labels and offsets are placeholders for
statically unknown addresses. Instead, the check is lifted to the data types stored at those pointers:
given =1 = {(I;,n;) — £} and 2, = {(I, ny) > 72}, we check £} <: £2.

Figure 7 shows the refinement types discovered for the motivating example from Section 2.
num_add and num_sub remain unrefined at (i32(T),i32(T)) — i32(T), as their bodies contain no
memory accesses. arr_add and arr_sub are refined to (ptr(ly,0),i32(T)) — i32(T) with entry
memory state {(I;,0) — i32(T)}, since both load from memory through their first parameter.
The callsite in indirect_call_num has no memory-accessing parameters, giving caller stack
(i32(T),i32(T)) — i32(T); the callsite in indirect_call_arr refines its first parameter to ptr,
giving (ptr(ly,0),i32(T)) — i32(T).

Under base WebAssembly type-filtering, both callsites resolve to all four functions. With refined
types, indirect_call_num’s i32(T) first argument cannot satisfy condition (i) for arr_add and
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111:16 Anon.

736 num_add func $num_add (

(param (132(T), 132(T)))
737 (entry-mem ())
indirect_ I (result (i32(T))
738 call_num um_su (exit-mem ())
)
739 indirect_
il cuee arr_add func $num_sub (
740 - (param (132(T), 132(T))
(entry-mem ())
741 arr_sub (result (i32(T))
(exit-mem ())
)
742 func $indirect_call arr (
743 (param i?Z(TD , ptr(l,0), i32(T)) func Sarr_add (
(result 132(0) (param (ptr(1,0), i32(T)))
744 (emj_ryfmem [(L, 0) » T] (entry-mem ((1, 0) » 132(T)))
(exit-mem [...] (result (i32(T))
745 ) ( (exit mem (...))
)
746 caller params: (ptr(l, 0), 132(T)) contravariance
747 caller param memory: ((1, 0) » 132(T)) } check func Sarr sub (
call_indirect (type 0) (param (ptr (L ,0), 132(T))
748 caller results: (i32(T)) covariance (entry-mem ((L , 0) » i32(T)))
caller result memory: (...) check (result (num(T)
749 (exit-mem (...))
soo )
750 !
751 Fig. 7. Call graph over discovered refinement types for the motivating example.
752

arr_sub, since i32 £: ptr, leaving only num_add and num_sub as valid targets. At indirect_call_arr,

Z:Z since ptr <: i32, all four candidates remain valid. The asymmetry is fundamental: a ptr callsite is
e compatible with callees expecting the more general i32, but an i32 callsite cannot satisfy a callee
o requiring the stricter ptr.

757

758

5o 5.1 Applications to Other Analyses

760 A more precise call graph is a foundational improvement: virtually every interprocedural static
761 analysis is parameterised by a call graph, and spurious edges propagate imprecision into every
762 downstream client. Beyond this, the ptr/num distinction directly benefits analyses that reason
763 about memory by reducing the aliasing overapproximation inherent in WebAssembly’s flat i32 type:
764 anum-typed value cannot alias any ptr-accessed memory location. In the case where a function
765 accesses memory through a single pointer with statically known offsets, each access resolves to
766 a distinct cell ptr(l, n) with no aliasing ambiguity at all. For taint and dataflow analyses, stores
767 through ptr need not affect num-typed values, and num arithmetic introduces no memory side
76s  effects to track. For program slicing, num-typed values can be excluded as candidate memory
769 addresses, substantially reducing slice size.

770

771

772 6 EVALUATION ON REAL-WORLD WEBASSEMBLY BINARIES

77 We evaluate our call graph analysis on 20 real-world WebAssembly binaries from the NOWASET
774 dataset [44], a dataset of NPM packages that depend on WebAssembly that has been compiled
775 from diverse source language libraries including Rust, C/C++, Go, etc. NOWASET has a collection of
776 WebAssembly binaries that is instantiated and executed by JavaScript clients, which they refer to by
777" their module hash. We select 20 Wasm 1.0 binaries with a high number of indirect calls and following
778 NoWASET’s convention, refer to them by their hash, as shown in Table 1. Our evaluation compares
77 a type-based call graph analysis over base WebAssembly types against the same analysis over
780 refinement types inferred by RNTA. We assess how RNTA improves call graph precision, identifies
781 a smaller set of reachable functions, discovers monomorphic callsites that are candidates for further
782 optimizations, and how it compares against other state-of-the-art call graph analysis tools.

783

784
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Binary Size Function Total Exported Imported Direct Indirect Table
(KB) Types Functions Functions Functions  Calls Calls Funcs

d128e52a5d 360.61 15 544 161 3 2521 5265 160
fd885c2d12 455.67 22 213 13 4 1529 515 50
0f9cbc41a9 666.18 30 143 5 19 1594 169 31
424d9e12e7 | 1366.61 58 1567 74 9 11939 162 178
04b0c8efof 123.52 36 235 49 6 922 116 62
fad0f2d451 57.16 18 167 7 2 463 108 7
b5047ed15e 331.51 31 442 41 8 2936 103 74
47fb4af81d2 86.58 52 248 6 29 761 98 200
f1fb556163 185.58 15 97 22 2 2027 78 6
d1d3df1b33 185.23 38 629 17 9 1177 65 46
e55ee035c7 60.45 23 172 5 0 701 65 51
517f31132d 207.99 15 99 5 18 335 60 35
704bd59ade 164.80 39 276 58 20 1409 49 30
96e42b64f2 15.84 11 15 7 0 32 31 2
e6171e3491 78.04 18 111 8 0 834 29 23
7¢74a56b87 85.72 18 106 8 0 667 26 20
058ca2a32b 65.68 16 99 7 0 606 25 20
1fc3c27d95 19.32 15 73 6 0 132 17 15
b2da8a7b24 17.34 11 66 3 0 289 17 17
477d02ba72 17.03 11 69 3 0 294 17 17

Table 1. Real-World WebAssembly Binary Statistics

RQ1: How much more precise is the call graph over the refinement type system when
compared to the original WebAssembly type system and at what cost?

To evaluate the precision improvement from refinement types, we compare a type-based call graph
analysis over the refinement type system against the same analysis over the original WebAssembly
type system. We use a type-based analysis as it represents the standard approach employed by other
WebAssembly analysis tools. A type-based analysis over base WebAssembly types restricts indirect
call targets using only the type annotation at the call_indirect instruction and function signatures. By
contrast, RNTA infers refinement function signatures and memory states, constructs a refined caller
value stack and memory state, which we use to check contravariance for arguments and covariance
for return types. Table 2 shows that refinement types yield significantly more precise call graphs.

Unique Function Types. Refinement types substantially increase the number of distinct function
signatures. Across all 20 binaries, RNTA infers on average 3.6X more unique function types than
the base WebAssembly type system. The largest increases occur in binaries whose functions make
heavy use of i32 parameters that can be split into ptr and num: fd885c2d12 sees a 7.0X increase
(from 22 to 153 types) and d128e52a5d a 6.9 increase (from 15 to 103). Conversely, binaries with
few functions or limited use of i32 see smaller gains—96e42b64f2 increases only 1.3X (from 11 to
14) because it contains just 15 total functions and 2 table entries.

Edge Reduction. Edge reduction depends on how effectively refinement splits groups of func-
tions in the WebAssembly table that share a base type. Binaries where refinement produces the
greatest increase in type discrimination benefit most: e55ee@35c7 achieves the highest reduction
(43.6%) with a 3.2X increase in unique function types (23 base to 73 refined), while 47fb4f81d2
sees only 7.2% with a more modest 2.1X increase (43 to 91). The 4 binaries with no edge reduction
either have very few table functions or have refinement types that only distinguish non-table
functions. On average, the edge reduction is 14.6%. The primary source of precision improvement
is distinguishing pointer-typed arguments from numeric ones: across all 20 binaries, 57.7% of
eliminated indirect call edges result from a mismatch where the caller passes a numeric constant
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Binary Type-Based ‘ RNTA

Fl,}r;;t:;n RTIZ};ZEIS Edges Time(s) Fl,i,r;i)t:;n NoR((;::}E;l;ll: d) Edges (%Red) Time(s)

d128e52a5d 15 544 17187 0.17 103 544 (0.0%) 14099 (18.0%) 3.37
fd885c2d12 22 213 1682 0.05 153 209 (1.9%) 1114 (33.8%) 10.99
0f9cbc41a9 30 39 325 0.10 82 39 (0.0%) 325 (0.0%) 21.60
424d9e12e7 57 1566 9474 0.12 370 1459 (6.8%) 6184 (34.7%) 9.16
04b0c8efof 34 235 882 0.02 130 234 (0.4%) 681 (22.8%) 1.13
fadof2d451 18 167 344 0.02 107 148 (11.4%) 306 (11.0%) 0.20
b5047ed15e 31 439 1761 0.02 127 397 (9.6%) 1506 (14.5%) 0.31
47fbaf81d2 43 169 1402 0.05 91 152 (10.1%) 1301 (7.2%) 0.84
£1fb556163 15 91 317 0.02 52 90 (1.1%) 314 (0.9%) 0.51
d1d3df1b33 34 556 1207 0.02 75 519 (6.7%) 1073 (11.1%) 0.18
e55ee035c7 23 165 686 0.02 73 118 (28.5%) 387 (43.6%) 0.16
517f31132d 15 39 162 0.02 58 39 (0.0%) 162 (0.0%) 4.52
704bd59a4e 38 276 797 0.03 97 273 (1.1%) 778 (2.4%) 3.55
96e42b64f2 11 15 16 0.01 14 15 (0.0%) 16 (0.0%) 0.09
e6171e3491 18 105 311 0.01 52 81(22.9%) 244 (21.5%) 1.09
7¢74a56b87 18 100 254 0.01 49 80 (20.0%) 208 (18.1%) 0.35
058ca2a32b 16 93 243 0.01 48 73 (21.5%) 197 (18.9%) 0.21
1fc3c27d95 15 23 92 0.00 34 23 (0.0%) 92 (0.0%) 0.04
b2dasa7b24 11 60 128 0.01 32 43(283%) 106 (17.2%) 0.04
477d02ba72 11 63 130 0.01 32 46 (27.0%) 108 (16.9%) 0.05
Average | 0.04 | 9.9% 14.6% 2.92

Table 2. Comparing the reachable nodes and edges in a type-based call graph analysis over base WebAssembly
types versus refinement types.

but the candidate target function expects a pointer argument, or vice versa. The remaining 41.3%
of eliminations arise from cases where the source callsite receives a more specific refinement type
that excludes certain targets.

Unreachable Function Detection. Removing spurious edges can render functions unreachable
from exported function entry points. Of the 16 binaries with edge reduction, 15 also exhibit
node reduction, averaging 9.9%. However, the correspondence between edge reduction and node
reduction is not uniform. d128e52a5d achieves 18.0% edge reduction but no node reduction because
this binary has 160 table functions sharing only 15 base type signatures, creating a dense web
of indirect call edges. Although refinement types eliminate 3,088 spurious edges, every target
of a removed edge retains other incoming edges, and 86 of the 88 affected target functions are
also reached via direct calls. Thus, no function becomes unreachable despite the substantial edge
reduction. By contrast, 47fb4f81d2 achieves 10.1% node reduction from only 7.2% edge reduction,
indicating that the removed edges were the sole incoming paths to those functions.

Analysis Cost. The baseline type-based analysis averages 0.04s, while RNTA averages 2.92s
(median 0.43s, maximum 21.60s). The overhead stems from constraint generation over every
instruction in every function body and constraint solving, so analysis time scales with binary
size and function body complexity rather than with the number of indirect calls. For instance,
0f9cbc41a9 takes 21.60s, while d128e52a5d has 5,265 indirect calls but completes in 3.37s. Even in
the worst case, the analysis finishes in under 22 seconds, making it practical for real-world binaries.
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Type-Based | Type-Based | Type-Based | Type-Based | Type-Based
Binary Polymorphic | Polymorphic | Polymorphic | Monomorphic | Monomorphic Both
— RNTA — RNTA — RNTA — RNTA — RNTA | Unreachable
Polymorphic | Monomorphic | Unreachable | Monomorphic | Unreachable
d128e52a5d | 5267 — 4884 | 5267 — 0 5267 — 383 | 0 — 0 0 — 0 0 — 0
fd885c2d12 | 501 — 479 | 501 —» 5 501 —» 17 |13 — 10 13— 3 1 - 1
0f9cbc41a9 | 1 — 1 1 - 0 1 - 0 [0— 0 00— 0 168 — 168
424d9e12e7 | 151 — 128 | 151 — 17 151 —» 6 2 > 0 2 - 2 0 — 0
04b0c8efof | 103 — 87 | 103 —» 0 103 — 16 |7 — 4 7> 3 5 - 5
fadof2d451 | 38 — 0 38 — 22 38 — 16 15— 0 15— 15 55 — 55
b5047ed15e | 102 — 56 102 —» 6 102 — 40 1 — 1 1 — 0 0 — 0
47fb4af81d2 | 77 — 75 77 — 1 77 — 1 4 - 3 4 — 1 17 — 17
f1fb556163 3 - 3 - 1 3 - 2 |63— 63 63 — 0 8§ — 8
d1d3dfib33 | 38 — 1 38 - 2 38 - 3 |0—> 0 00— 0 19 - 19
e55ee035¢7 | 64 — 22 64 — 5 64 — 37 | 0 — 0 0 — 0 1 - 1
517f31132d | 17 — 17 17 —- 0 17 —- 0 0 — 0 0 — 0 42 — 42
704bd59ade | 39 — 28 39 - 9 39 - 2 8 — 7 8§ — 1 2 - 2
96e42b64f2 | 0 — 0 0 — 0 0 —» 0 |31—> 31 31— 0 0 — 0
e6171e3491 | 16 — 1 16 —» 2 16 —» 13 (13— 0 13 — 13 0 — 0
7c¢74a56b87 | 15 — 1 15 - 2 15 — 12 |10 —> 0 10— 10 0 — 0
058ca2a32b | 15 — 1 15 —» 2 15 —» 12 (10> 0 10 — 10 0 — 0
1fc3c27d95 0 — 0 0 — 0 0 — 0 0 — 0 0 — 0 17 — 17
b2da8a7b24 | 10 — 1 10 —» 2 10 —» 7 7 — 0 7 — 7 0 — 0
477d02ba72 | 10 — 1 10 —» 2 10 - 7 |7—= 0 7— 7 00— 0

Table 3. Showcasing the improvement in indirect call resolution for type based call graph analysis on
refinement types over an analysis over base WebAssembly types.

RQ2: How does call graph precision improve across callsites?

Table 3 shows how individual indirect callsites transition across three categories when moving
from a type-based analysis to RNTA: polymorphic (multiple targets), monomorphic (a single target),
and unreachable (no targets).

Monomorphic Callsite Discovery. A key result is the discovery of new monomorphic callsites.
Across 14 of the 20 binaries, RNTA identifies 78 indirect callsites as monomorphic that the base
type system treats as polymorphic. Among binaries with polymorphic callsites, an average of
12.6% of those callsites are promoted to monomorphic by RNTA. These are direct candidates
for call devirtualization (replacing an indirect call with a direct call) which can enable further
optimizations such as inlining and specialization. The most notable case is fad0f2d451, where all 38
type-based polymorphic callsites are fully resolved: 22 become monomorphic and 16 are identified
as unreachable. 424d9e12e7 discovers 17 new monomorphic callsites from 151 polymorphic ones,
and 704bd59a4e resolves 9 of 39.

Polymorphic Callsite Resolution. On a per-binary basis, RNTA resolves a median of 55.4% of
type-based polymorphic callsites. Even binaries with modest overall edge reduction benefit from
refinement at the callsite level: f1fb556163 had only 0.9% edge reduction, yet RNTA resolves all 3
of its polymorphic callsites—1 becomes monomorphic and 2 become unreachable—leaving all 64
remaining reachable callsites monomorphic.

RQ3: How does RNTA compare to other state-of-the-art call graph analysis tools?

We compare our approach with other state-of-the-art call graph analysis tools, Wasm-OpT [48],
WassAIL [43] and WasMa [11], and with a baseline analysis (Naive) that resolves every indirect
call target to be every function in the WebAssembly table. Several tools are excluded from our
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| Naive | RNTA | Wasm-OpT | WASMA | WASSAIL

Nodes Edges Nodes Edges Nodes Edges Nodes Edges
(Red%) (Red%) (Red%) (Red%) (Red%) (Red%) (Red%) (Red%)

d128e52a5d 544 32780 | 544(0.0%) 14099(57.0%)| 540(0.7%) 32890(—0.3%)| 544(0.0%
fd885c2d12 213 3422 209(1.9%) 1114(67.4%)| 208(2.3%) 3418(0.1%) | 213(0.0%,
0f9cbc41a9 143 776| 39(72.7%)  358(53.9%) | 123(14.0%) 743(4.3%) | 39(72.7%
424d9e12e7 | 1567 18759|1459(6.9%) 6184(67.0%)|1558(0.6%) 20044(—6.9%) | 1566(0.1%
04b0c8efof 235 2697| 234(0.4%) 681(74.7%)| 228(3.0%) 2674(0.9%) | 235(0.0%
fadof2d451 167  459|148(11.4%)  306(33.3%) | 164(1.8%) 457(0.4%) | 167(0.0%
(
(
(
(
(
(

Binary ‘ Nodes Edges

17187(47.6%) | 544(0.0%)  17187(47.6%
1682(50.8%) | 213(0.0%)  1682(50.8%
375(51.7%) | 39(72.7%) 375(51.7%
9474(49.5%) | 1566(0.1%)  9474(49.5%
882(67.3%) | 235(0.0%) 882(67.3%
344(25.1%) | 167(0.0%) 1182(—157.5%
1761(49.3%) | 439(0.7%)  1761(49.3%

(

(

(

(

b5047ed15e | 442 3476|397(10.2%) 1508(56.6%)| 433(2.0%)  3468(0.2%) | 439(0.7% (
1454(90.1%) | 169(31.9%)  1454(90.1%

(

(

(

(

47fbaf81d2 | 248 14712|152(38.7%) 1360(90.8%) | 217(12.5%)  14653(0.4%) | 169(31.9%
f1fb556163 97 461| 90(7.2%) 314(31.9%)| 94(3.1%)  440(4.6%)| 91(6.2%
d1d3dfib33 | 629 2538|519(17.5%) 1131(55.4%) FAIL FAIL | 556(11.6%
e55ee035c7 | 172 1342[118(31.4%)  388(71.1%)| 171(0.6%)  1342(0.0%)| 165(4.1%
517£31132d 99 555| 39(60.6%)  194(65.0%)| 80(19.2%) 555(0.0%) | 39(60.6%
704bd59ade | 276 1403| 273(1.1%)  778(44.5%)| 255(7.6%)  1361(3.0%)| 276(0.0%
96e42b64f2 15 16| 15(0.0%) 16(0.0%) | 14(6.7%) 16(0.0%) | 15(0.0%
e6171e3491 | 111  451| 81(27.0%)  253(43.9%)| 111(0.0%)  461(—2.2%)| 105(5.4%
7c74a56b87 | 106 338| 80(24.5%)  211(37.6%)| 105(0.9%)  357(=5.6%)| 100(5.7%
058ca2a32b 99 327| 73(26.3%) 200(38.8%)| 98(1.0%)  327(0.0%)| 93(6.1%
1fc3c27d95 23 167| 23(0.0%)  102(38.9%)| 23(0.0%) 167(0.0%) | 23(0.0%

( (

( (

321(30.4%) | 91(6.2%) 321(30.4%
1236(51.3%) | 556(11.6%)  1236(51.3%
690(48.6%) | 165(4.1%)  690(48.6%
211(62.0%) | 39(60.6%) 211(62.0%
797(43.2%) | 276(0.0%) 797(43.2%
16(0.0%) | 15(0.0%) 16(0.0%
311(31.0%) | 105(5.4%) 311(31.0%
254(24.9%) | 100(5.7%) 254(24.9%
243(25.7%) | 93(6.1%) 243(25.7%
122(26.9%) | 23(0.0%) 122(26.9%
128(30.1%) |  60(9.1%) 128(30.1%
130(29.7%) | 63(8.7%) 130(29.7%

b2dasa7b24 66 183| 43(34.8%) 106(42.1%)| 65(1.5%) 183(0.0%) |  60(9.1%
477d02ba72 69  185| 46(33.3%)  108(41.6%)| 68(1.4%) 185(0.0%) |  63(8.7%

Average | | 203% 50.6% | 4.2% —0.1% | 11.1% 41.8% | 11.1% 32.6%

Table 4. Comparison of RNTA against state-of-the-art WebAssembly call graph construction tools. Node and
edge reduction percentages are relative to the Naive baseline that considers all functions in the WebAssembly
function table to be reachable from an indirect call.

evaluation: WassILLY [33] timed out on each binary while generating a call graph, STURDY [28]
does not support analysis over binaries that interoperate with JavaScript (the framework throws
an error), and WAsSMATI [12] does not support WebAssembly functions that return more than one
result (multi-value proposal). Table 4 compares the different analysis tools. We are unable to report
on the number of monomorphic callsites discovered by Wasm-OrT, WAssAIL or WASMA because
they generate coarse-grained call graphs without callsite-specific information.

Wasm-OpPT. WasM-OpT’s generated call graph does not report the resolution of indirect calls,
but rather just direct calls. We estimate the resolution of indirect calls by looking through their
codebase and find that Wasm-OPT performs a naive call graph analysis: at every indirect call site,
it assumes that all functions in the function table may be called. As a result, WAsM-OPT achieves
virtually no edge reduction. They show a node reduction of 4% because they do not report imported
functions in the generated call graph. Wasm-OpT also fails to run on d1d3df1b33.

Wasma. WasMA performs a type-based call graph analysis, considering all functions in the
table with a matching type annotation as potential indirect call targets. This yields substantially
better precision than the naive analysis, with 42% average edge reduction and 11% average node
reduction. However, RNTA consistently outperforms WAsma, achieving 51% average edge reduction
(9 percentage points more) and 20% average node reduction (9 percentage points more). The
improvement is most pronounced on binaries where refinement types effectively split function
groups that share a base type: e55ee@35c7 (71% vs. 49%), fd885c2d12 (67% vs. 51%), 424d9e12e7
(67% vs. 50%), and 04b@c8efof (75% vs. 67%).

WassaiL. WassaiL performs a type-based call graph analysis like Wasma. On 19 of the 20 binaries,
WassAIL produces identical results to Wasma. The exception is fad@f2d451, where WASsAIL reports
1,182 edges—158% more than the naive baseline’s 459 edges—while Wasma reports 344 edges (25%
reduction) and RNTA achieves 306 edges (33% reduction). This is likely a bug in Wassail’s source
code. Overall, WassAIL averages 33% edge reduction, 18 percentage points less than RNTA’s 51%.
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Note that if an indirect callsite uses a constant value to index into the function table, Wassail’s
analysis statically resolves the target to a single function. However, this pattern is not common in
real-world binaries and does not improve Wassail precision in our experiments.

7 RELATED WORK

Below, we discuss relevant work in the following four categories: (i) call graph construction
techniques for imperative and object-oriented programming languages, (ii) call graph construction
for WebAssembly, (iii) call graph construction for other low-level languages, and (iv) work on
refinement type systems. Below, we discuss relevant work in each of these categories.

7.1 Call Graph Construction for Imperative and Object-Oriented Languages.

In high-level programming languages, indirect calls are typically performed using function pointers
or dynamically dispatched (virtual) method calls. The key challenge in constructing call graphs is
to approximate the behavior of indirect calls, which in high-level languages involves reasoning
about pointers to objects. The concepts of pointer analysis and call graph construction are closely
related because determining the objects that a pointer may point to depends on what functions are
reachable, and determining the functions that are reachable depends on what functions a function
pointer may point to, or on the type of a reference in which a dynamically dispatched method is
invoked.

During the past 30+ years, a vast literature on algorithms for approximating the behavior of
indirect calls has been developed, which in essence involve associating sets of abstract objects
with abstract pointers. This includes techniques based on: class hierarchies and types [7, 17, 45],
context-sensitive algorithms [5, 22, 23, 38, 40], declarative techniques [6, 10], demand-driven
and selective algorithms [30, 41], and frameworks for static analysis [2—4]. Overviews of pointer
analysis techniques can be found in [26, 27, 36, 39]. Unfortunately, since WebAssembly is a low-level
language that features neither objects nor pointers, these traditional pointer-analysis algorithms
cannot be used.

7.2 WebAssembly Static Program Analysis

There are several static analysis frameworks for WebAssembly. We compare against WAssAIL [42],
WasMA [11] and WasM-OpT [48]. WassILLY [33] and STURDY [28] improve the precision of indirect
calls by relying on a better value analysis to determine the index into the function table. They are
both abstract interpretation frameworks. We do not compare against them because the former
times out on all our subjects and the latter does not support analysis of binaries that interoperate
with JavaScript. There are also other analysis tools that have a different focus than that of our
work. WAsSMATI [12] uses code property graphs to statically detect vulnerabilities in WebAssembly
binaries and use a type-based call graph analysis. WAsMCHECKER [50] detects bugs in WebAssembly
programs using abstract interpretation, instantiating the analysis with multiple abstract domains to
find null dereferences, out-of-bounds memory accesses, and division-by-zero errors. WANILLA [37] is
a static noninterference analysis for WebAssembly that tracks taints with value-sensitive relational
reasoning to capture information flows between a Wasm module and its JavaScript host as well as
memory integrity within the module. Like other state-of-the-art tools, they resolve indirect calls
via type-based filtering. They also track taints through memory but loose precision in the face of
runtime addresses, unlike us.

7.3 Inferring Richer Types for Binary Analysis

In general, inferring higher-level types for LLVM IR and binary code is a popular research direction.
LLVM IR encodes some structural type information directly in getelementptr (GEP) instructions:
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an instruction such as getelementptr %struct.Foo, ptr %p, 132 @, i32 1 reveals that %p
points into a Foo, providing structural evidence that downstream analyses can exploit. In practice,
however, this information is often incomplete or broken. Liu et al. [31] present TFA, which improves
indirect-call resolution in LLVM IR for C/C++ programs by first consulting debug metadata nodes
embedded in the IR to reconstruct missing struct names and fields, then applying multi-layer type
and data-flow analysis. WebAssembly binaries, by contrast, are routinely shipped at minimum size
and DWARF debug information is rarely retained, so this recovery strategy is unavailable to us; our
refinement type system instead recovers the ptr/num distinction purely from program behaviour.
Concurrent work by Nicolosi et al. [32] also uses GEP-encoded structural types to reconstruct
transparent pointee types after LLVM 17 collapsed all pointer types to the single opaque type ptr.
They show that richer type information improves the precision of downstream analyses, something
that we believe is true for RNTA as well.

The binary setting is perhaps more closely matched to WebAssembly. Concurrent work by
Bosamiya et al. [9] present TREX, which reconstructs C-like types (structs, arrays, unions) from
stripped x86/x64 binaries to aid human reverse engineers, explicitly trading soundness for utility
via conditional conservativeness with toggleable opportunistic inferences. Struct types are inferred
via colocation: x86 instructions encode constant-offset memory accesses explicitly (e.g., mov eax,
[rbx+8]), and a finite set of named registers with well-defined calling conventions means the
analysis can attribute semantic roles (pointer, integer, return value) to variables from the outset.
WebAssembly is a stack machine with anonymous stack slots and local variables that carry no
semantic meaning beyond their base type, so an equivalent colocation type reconstruction does
not exist until pointer-typed values have first been identified, which is precisely what our work
provides. Our work instead prioritises soundness over human-readable output: by computing a
greatest fixpoint over a finite lattice, every inferred refinement type is a safe overapproximation,
making our results suitable for downstream static analyses.

7.4 Refinement Type Systems

Refinement types have long been used to enhance type systems with logical predicates that constrain
the set of values described by a type [18, 19, 34, 46, 49], allowing programmers to express more
precise program properties and enabling program verification. The most closely related work is
WasmPrecheck [20], a richer type system for WebAssembly that uses indexed types to express static
constraints that enable safe removal of dynamic checks for type and memory safety. WasmPrecheck
supports general constraints on index terms, while we support only singleton refinements and
refining i32 to ptr(a) or num(n). Another point of comparison is that both WasmPrecheck and our
work shows how to embed a Wasm module into a refined type system. However, Geller et al. give
only a naive embedding — they show that a Wasm module can be (automatically) embedded into
WashPrecheck by replacing all type annotations in the Wasm module with indexed types that have
no constraints.

8 CONCLUSIONS AND FUTURE WORK

We have presented RNTA, a refinement type system and call graph analysis for WebAssembly that
refines i32 types to either a singleton pointer type ptr(l, n) (i.e., a pointer to symbolic location !
at abstract offset n) or a singleton number num(n). Additionally, we type WebAssembly memory,
which the original type system leaves untyped, enabling precise tracking of integer values as they
flow through memory. The results of our experiments show that, when compared against a baseline
analysis and other state-of-the-art WebAssembly static analysis tools that use WebAssembly’s
standard type system, RNTA reduces reachable functions by 9.9% and call graph edges by 14.6% while
increasing indirect calls that are resolved to a unique target by 12.6%. At present, our analysis only

J. ACM, Vol. 37, No. 4, Article 111. Publication date: August 2018.



1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127

Constructing Call Graphs for WebAssembly using
Refined Numeric Type Analysis 111:23

supports WebAssembly version 1.0. We plan to extend our analysis to support subsequent versions
of WebAssembly, and to improve precision through standard analysis techniques as well as through
a multi-language analysis with JavaScript, WebAssembly’s most popular host language.

8.1 Supporting WebAssembly 2.0 and 3.0

WebAssembly’s first version update introduced vector instructions, to support 128-bit wide SIMD
functionality; bulk memory instructions, to support copying and initializing regions of memory;
multi-value results, to support returning more than one value by functions, blocks and instructions;
reference types to support opaque first-class references to functions or pointers; non-trapping con-
versions to allow seamless conversions from float to integer types; and sign-extension instructions
that allow directly extending the width of signed integer values. We already support multi-value
results and do not anticipate difficulty extending our refinement type system to include these new
instructions.

For WebAssembly 3.0, the WebAssembly working group has already implemented other language
extensions [1], the most interesting of which is the Garbage Collection (GC) proposal which
introduces aggregate types like structures and arrays with optional mutable fields and packed size
fields, reference types, imported types, host types and address types, which are used as offsets
into memories and tables. Additionally, linear memory is now 32- and 64-bit addressable, that
is, linear memory can be accessed with i32 and i64 values. To add support for the GC proposal,
we would first refine i64 types to have a similar refinement to the one presented in the paper
for i32, such that, {ptr32(n),num32(n)} <: i32(n) A {ptr64(n),numé64(n)} <: i64(n). Address
types (addrtype == i32|i64) are a subset of number types (numtype ::= i32|i64 | 32| f64). Since
our refinement introduces subtype constraints between pointers and integers, we would still see
precision improvements.

8.2 JavaScript Client Analysis

WebAssembly was originally designed to interoperate with JavaScript and JavaScript remains its
most popular host. Our long-term goal is to develop static-analysis techniques for WebAssembly
binaries used in JavaScript clients for code-size reduction (specializing a WebAssembly library to a
client’s use case), optimization (module splitting to improve run-time performance) and detection
of security vulnerabilities. RNTA is a closed-world analysis over WebAssembly, in that it makes
worst-case assumptions about the behaviour of a JavaScript client. WebAssembly interoperates
with JavaScript through imported and exported functions and a closed-world analysis makes the
assumption that all exported functions in the binary can be called by the client. However, Thalakottur
et al. [44] have shown that clients often only call a subset of the binary’s exported functions. An
open-world analysis of WebAssembly and JavaScript that detects the exported functions called
by the JavaScript client and can propagate values from JavaScript into the WebAssembly analysis
would further improve the precision of the WebAssembly analysis.

8.3 Improvements to Precision

Our analysis discovers refinement types that are flow-insensitive, context-insensitive and intra-
procedural. Additionally, the domain of values is fairly simple —a flat lattice of natural numbers.
Considering the relative simplicity of our analysis we plan on employing several traditional tech-
niques to increase precision of the analysis. For example, we plan to change the domain of values to
be the power-set lattice over natural numbers. We also plan to make our analysis flow and context
sensitive and propagate types through direct calls to increase precision at callsites.
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9 DATA-AVAILABILITY STATEMENT

RNTA along with the binaries and scripts used for evaluation is available as an artifact at
https://anonymous.4open.science/r/RNTA. We intend to submit the artifact for Artifact Evaluation.
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Appendices

A INSTRUCTION TYPING FOR THE REFINEMENT TYPE SYSTEM

C" == {func tf,", local 7;", global 7", table n’, memory n’, label (7, ¥)*, return (z7,¥)"}

Typing WebAssembly Instructions with Refinement Types R;C" Fe” : tf,

R = {inst C"*, tab n*, mem ¥*} (Rv inst: C")* (n < |edM” F s.mem : Ry
F {inst inst*, tab (c[*)*, mem (b*)"} : R

Va € 0...size(s.mem) s.mem(a) = Ry (a)

F s.mem : Ry
¢ fresh ;- C% k ex™ func tf,, local et am — a8
p = solve(S")
' =pla™] ' =pla"]  Zpe=p[C]  Zpost = p[C’]
EI‘"Ilprm \Ilpost- 3’7pres ’7post-
Bij(’]pre) A Bij(’]post) A Upre(zpre) = \ijre A Upost(zpost) = \ijost A Mpost 2 Npre
tfl‘r = T;n, \I/pre - Trn, \I/post

C* + ex” func tf, local 7, e* : ex™ tf;p

a, fresh
C% = {func tf_", global a? , table n’, memory n’}
(C* + ex* func tf, local 7}, e : ex* tf;p)’
C" = {func tf,", global 7 table n’, memory n?}
(module f* global 75, tab’ mem®) L5 (module f* global 7¥ tab’ mem”)
(R;C" + f rex™ tf)"

" > > MoDULE
R + module f* global , tab’ mem’
tf; = ,L_rm’ \Ppre - Trn’ \Ilpost
R,C",local(z™, '), label(z", Ppost), return(z)’, Wpost) F €* : € — 17
FuncTiOoN

. * £ =, *
R;C" + ex"func tf, local 7; e* : ex” tf,

tﬁ = T:n’ \ijre - Trn’ \ijost Ry = qure
Ry C", label(7;", Wpost) + €* = 7", Wpre — (77)", ¥post
’ ’
(r) <t )" quost <t Whost 5
LOCK
. r * .
R;C" + block tf, e* end : tf,
tfr = Trm, \Ppre - Trn, \Fpost Ry = \ijre
R;C", label(7;", ¥pre) F €* = 7", Wpre — (77)", ¥post
’ !
() <t )" Tpost <t Ppost
Loor

R;C" + loop tf, e” end : tf;
Fig. 8. Typing Rules for the Refinement Type System
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111:28 Anon.

1324 def load_and_extend(a, 7, tp_sz?,‘l’) =

1325 let 7,(ny) = ¥(a)

1326 let 7;(ny) = ¥(a — 4)

1327 if tp given then let N = |tp| else let N = |7]
1328

oo if wasm_type(r,(ny1)) ==t then let 7 (n) = . (ny)

1330 if |(n)| <N then let 7;(n) = r(val(bits(n,) bits(n;)))

1331 if |5(ny)| >N then let 7,(n) = r(val(bits(ny)o.N))

1332 if (z:(ny) = (i32(ny) V ptr(ny) V num(ny)) A v = f32) then let 7,(n) = f32(bits(n; as f32))

sz if (r(my) = £32(ny) A 7 = (i32 V ptr V num)) then let 7,(n) = i32(f32(n;) as i32)

1335 if tp given

1336 then return 7, (extend_sxy;|, | (1))

1337 else return 7, (n)

1338

1339

1340 Chnemory = 1! ! < ptr(c) 72 = load_and_extend(c + o, 7, (tp_sx)’, Ry)

1341 2° < (Itpl <717 (tpos2)’ =evri=im

1342 - 7 1 2 Loap
R;C" v rload(tp_sx)" ao: 1, — 1}

1343

1344

1345 def wrap_and_store(p, 7;(n), 7, tp’, R) =

1346 if tp then let N = |tp| else let N = |7|

1347 if |r| == 64 then Ry[p > i32(val(bits(n)o._32)) A (p —4) — i32(val(bits(n)s2_¢4))]
1348 if |:(n)| > N then

1349 Ry[p  n(wrap, n(n))]
1350 else Ry[p — ©(n)]
1351
1352 r a 2.2 2 _ 2 _

Chemory =1 29 < (Jtp| <) |77 tp =€V =
1353 ?

! <: ptr32(c) wrap_and_store(c + 0, 72, Ty, tp’, R) 2 < 7(T)
1354 " > ) STORE
1355 R C' vrrstoretp'ao:1, 17, —> €
1356 ) )
.
1357 Chemory =11 num32(n;) <: 7, nums32(ny) <: 7
) " I 3 GROW-MEMORY
1358 R;C" + grow_memory : 7, — ;
1359
: r . —
1360 Cmemory n num32(n;) <: 7 |Ry| =n
1361 CURRENT-MEMORY
160 R;C" F current_memory : € — 7,
1363 —_ m ’ /\Nn \P/ \Il \Il
1364 func(l) (7)™, pre — ()", post tf, = pre 4 post
m . n ’ .
136 (< 1)) (t <t 1y) Fore < ‘I’pre Ppost <t Ppost .
ALL
1366 R,C" + callitf, : tf,
1367
1368 tf. =17, Ypre = 177 Ppost CtrabIe =n num32(c) <: 7}
1369 = CALL-INDIRECT
R;C" + call_indirect tf; : r -1 » Ppost

1370
1371 Fig. 9. Typing Rules for Refinement Type System continued.
1372
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2 1
% = unop(r})
" CoNsT = T 2UNOP
R;C" + r.const ¢ : € — 7(c) R;C" +runop : 7, — 7}
2 = binop(z}, 7%) 2 < 7(T) % = testop(r}) % <: num(T)
" - T2 3 Binor " I 2 TesToP
R;C" F r.binop : 7, 77 — 1; R;C" r t.testop : 7, — 1}
2 = relop(z}, 77) 2 <t num(T)
" T 3 ReLOP " - mUNREACHABLE
R,C" v+ rrelop:z, 77 — 7} R;C"  unreachable : 7;' — 7]
- Nor " Drop
R,C"+nop:e — € R,C"+drop: 7y — €
" T 3 SELECT
R;C" + select : 7, 77 num32(n) — t;
lﬁ = Trm, ‘Ilpre - Trn, ‘Ilpost Ry = \I"pre
R;,C", label(7]") - e1" : )", ¥pre = (77)", ‘lflgost
R;C", label(7]") v e2" : 7], Wpre — (7)), ")'c,st
’ All ! 1
(Tr < Tr)n T <t Tr)n \Ppost <: Tpost \ijost <% Tpost
P " " Ir-ELsE
R;C" v if tf. then e;” else e;” end : tf;
r N oMoyt L \m W/
Crapet (D) = (7)™, ¥ (rr <: 17) Ry <: ¥ .
RC vbri:r ' > 1
r N \m / -t r S\ /\m +
Crape (1) = (7)™, ¥ num32(n) <: 7, Crapet (1) = ((z))™, )
/nm ’ /\my\+ +
(o <t 77) Ry <: ¥ (7 <:)™) (Ry <: %)
" — P " Br-1F " o P *BR—TABLE
RC vbrifi:7" 1, = 1 R;C" v+ br_tablei" : 7} 7" 7, — 7}
r N r\m
Clabel/(lr)n_ (Tr) ¥ -
(r <i 17) Ry < ¥ Crocal(D) = 7
= T —RETURN " - GET-LOCAL
R;C" rreturn: 7. 7" — 7, R;C" Fget_locali: e — 1,
oo 2 1.2 oo 2 1.2
Clocal(l) =T I <7 Cloca[(l) =T T, <! Ty
" — SET-LOCAL = — I TEE-LOCAL
R;C" +set_locali: 7, — ¢ R;C" +tee_local i : 7; — 1,
r N r SN 2 1 .2
Cg]obal(l) =h Cg]obal(l) = <
- - GET-GLOBAL " — SET-GLOBAL
R;C" - get_globali: e — 1, R;C" +set_globali: 7, — €
RC re*: 18 > RC vrey:tl —1f
r—EMPTYSTACK " " 2 z SEQUENCING
RC' re:e—>e RC Fe ey:1 — 1)
RC re 10 —1f
TorOFSTACK P

ald %, .a b a _c
RC vre 11 =1 1,

BT L reas o RA
R;C" rtrap : tf,

Fig. 10. Typing Rules for the Refinement Type System continued.
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B TYPE SAFETY PROOF

THEOREM 3. Progress: IfR;C" +; " 17} - - t™ — 2" A(v: 7)™A +; s : R thene* = 0* ore* = trap
ors;v*;et — s';0"" e

PrOOF. Proof by induction of the deriviation of R;C" +; é* : ¢} -+ 7" — ¢
Case Loap:
Crrnemory =n Tr1 <: ptl’(C) Trz = load_and_extend(c + 0, Ty, (tp_sx)?’ R‘P)
29 < (Itpl "I (tpse)’ =eVvii=im

r ? 1 2 Loap
R;C" + rload(tp_sx) ao: 1, — 1}

The load instruction has to take a step since only end instructions signify the end of a function. We
now case on the shape of a well typed stack. The only possible case is that the load instruction has
a ptr(a) on the stack, since this is a premise of our typing rule. The operational semantics of the
load instruction matches this stack shape. If the side conditions are not met, it steps to a trap. O

THEOREM 4. Preservation: IfR;C" +; €* : 7} - 2™ = oAb (0:1)™A ki s: RA s, 0% e"

s’,0"",¢’" then 3R’ such that dom(Ry) € dom(R})A+; 8" :R' AR;C" v €™ : 7}

T

PrOOF. Proof by induction of the deriviation of R;C" +; &* : ¢! -+ -t — ¢*
CaAsE Loab:
C:nemory =n Trl <: PtF(C) Trz = load_and_extend(c + 0, Ty, (tp_sx)?’ R‘P)
2% < (|tpl <)°|72) (tp_sz)’ =eVri=im

" > n 2 Loap
R;C" + rload(tp_sx)" ao: 1, — 1}
From our typing rule for the load instruction we have that it expects 7} on the stack and pushes 72
on the stack. From the operational semantics of the load instruction we know that there are three
possible cases:
CasE 1:s; ptr.const(c); r.load a 0 = t.const(bx) if Smem (i, ¢ + 0, |7]|) = b*
From +; s : R, we know that + Spem @ Ry, from which we know that symem(c +0) : Ry(c + 0).
Since our memory typing Ry maps addresses to types of size 32, we have to now case on the data
expected after the load instruction. This is annotated on the load instruction itself as 7.

Case 1.1: t.load a 0 A Ry [(c +0) — 1, (n)]

This is the case where the data in memory is of the type that the load expects to produce
on the stack. We now have to show that b* : r(n). From the typing rule, we have that load
expects 2. On inspecting the load_and_extend function, we see that for the case where the data in
memory is the same type as is expected on the stack, 72 = 7,(n;) where 7.(n;) = ¥(c + 0). Since
Smem(c +0) : Ry(c + 0), we know that spem(c +0) : 72 and since smem (¢ +0) = b*, b* : 72,

Cask 1.2:i64.load a0 A Ry [(c + 0) = Ty, (n1), (c + 0 — 4) > 11, (n2)]

In this case, the load expects a i64 on the stack and the memory has z.,(n;) at (¢ + 0) and
Tr,, (n2) at (¢ + 0 — 4). We now have to show that b* : i64(n). Note that b* is the byte sequence
from smem[c + 0 : 8], as specified in the detailed Wasm specification [47]. From the typing rule,
we know that load expects 72 on the stack. On inspecting the load_and_extend function, we see
that this case is the one that matches |r;(n;)| < N, where N = |r| = 64. We see then that
t2 = r(val(bit(n;), bit(ny))). n; and n, are the values in memory at ¢ + o and ¢ + o — 4. Since
Smem (¢ +0) : Ry(c+0) A Smem(c+0—4) : Ry(c+0—4), we know that sypem(c+0 : 8) : 72 and since

Smem(c +0) = b*, b* : 72,
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Cask 1.3: f64.load a 0 A Ry[(c +0) — 7, (11), (c + 0 — 4) > 1, (n2)]
In this case, the load expects a f64 on the stack and the memory has 7;,,(n1) at (c+0) and 7, (n,)
at (¢ + 0 — 4). We now have to show that b* : f64(n). The proof proceeds exactly as the case above.

Cask 1.4: ptr.doad a o A Ry[(c + 0) — 32(n)]

Cast 1.5: num.load a 0 A Rg[(c +0) — 32(n)]

CASE 1.6: i32.load a 0 A Rg[(c +0) + f32(n)]

In this case, the load expects a i32 on the stack and ¥ has f32(n) at c+0. We now have to show that
b* : £32(n). From the typing rule, we have that load expects 2. On inspecting the load_and_extend
function, we see that for this case, 72 = f32(bits(n; as f32)) where 7,(n;) = ¥(c + o). Since
Smem (¢ +0) : Ry(c + 0), we know that syem(c +0) : 72 and since smem (¢ + 0) = b*, b* : 2.

CAsE 1.7: f32.load a 0 A Ry[(c + 0) — ptr(n)]

Case 1.8: f32.load a 0 A Ry[(c +0) + num(n)]

Cast 1.9: f32.load a 0 A Rg[(c +0) — i32(n)]

In this case, the load expects a f32 on the stack and ¥ has i32(n) at ¢ + 0. We now have to
show that b* : i32(n). From the typing rule, we have that load expects 7. On inspecting the
load_and_extend function, we see that for this case, 72 = i32(f32(n;) as i32) where 7;(n;) = ¥(c+0).
Since Smem(c +0) : Ry (c + 0), we know that smem(c + 0) : 72 and since smem (¢ +0) = b*, b* : 2.

CASE 2: 5; ptr.const(c); r.load tp_sx a o < t.const(bx) if Smem (i, ¢ + 0, |tp|) = b*

From +; s : R, we know that + spem @ Ry, from which we know that spem(c +0) : Ry(c+0). Since
our memory typing Ry maps addresses to types of size 32, we have to now case on the data expected
after the load instruction. The proof proceeds as above except with a small change introduced by
the tp_sx annotation on the load. In the WebAssembly operational semantics [47], when a load
has this packed type annotation, the bits are read from memory upto |tp| and the value read from
memory is size extended with the extend_sxy,|,| function. Both of these cases are handled in the
load_and_extend function, in case |7;(n1)| > N and size extending function extend _sxy /.

CASE 3: s; ptr.const(c); 7.load (tp_sx)” a 0 < trap otherwise
The trap instruction is well typed. O

C MEET AND JOIN OPERATIONS OVER THE INTEGER SUB-LATTICE

u i32(T) i32(n) ptr(T,T) ptr(lp, no) ptr(l,ny) ptr(L,L) num(T) num(n) num(Ll) i32(L1)
i32(T)  i32(T) i32(T) i32(T) i32(T) i32(T) i32(T) i32(T) i32(T) i32(T) i32(T)
i32(n’)  i32(T) i32(nun’) i32(n’) i32(n’ Ung) i32(T) i32(n’) i32(T) i32(n’ un) i32(n’) i32(n’)

ptr(T,T) i32(T) i32(n)  ptr(T,T) ptr(T,T) ptr(T,T) ptr(T,T) i32(T) i32(T) i32(T)  ptr(T,T)
ptr(lp, ng) i32(T) i32(nUng) ptr(T,T) ptr(lo, ngUng) ptr(T, T) ptr(lp,ng) i32(T) i32(T) i32(n))  ptr(lo, ng)
ptr(ly,n}) i32(T) i32(T)  ptr(T,T) ptr(T,T) ptr(ly,ny Uny) ptr(ly,ny) i32(T) i32(T) i32(T)  ptr(ly,n})
ptr(lz,ny) i32(T) i32(T)  ptr(T,T) ptr(T,T) ptr(T,T) ptr(lz,ny) i32(T) i32(T) i32(T)  ptr(lz, n})
ptr(L, L) i32(T) i32(T) ptr(T,T) ptr(lp, no) ptr(li,ny) ptr(L, L) i32(T) i32(T) i32(T)  ptr(L, L)
num(T) i32(T) i32(n) i32(T) i32(T) i32(T) i32(T)  num(T) num(T) num(T) num(T)
num(n’) i32(T) i32(nun’) i32(T) i32(ngun’) i32(T) i32(T)  num(n’) num(n’Un) num(n’) num(n’)
num(L) i32(T) i32(n) i32(T) i32(ngp) i32(T) i32(T)  num(T) num(n) num(L) num(Ll)
i32(L) i32(T) i32(n) ptr(T,T) ptr(lp, no) ptr(li,ny) ptr(L,L) num(T) num(n) num(L) i32(L)

Table 5. Join LI opertation for the i32 sub-lattice.
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nl i32(T) i32(n) ptr(T,T) ptr(lp, no) ptr(li,ny) ptr(L,L) num(T) num(n) num(L) i32(L1)
i32(T) i32(T) i32(n) ptr(T,T) ptr(lo, ng) ptr(li,n1) ptr(L, L) num(T) num(n) num(L) i32(L1)
i32(n’) i32(n’) i32(nnn’)  ptr(T,T) ptr(lo,non’) ptr(L, 1) ptr(L,1) num(n’) num(nmn’) num(L) i32(L)
ptr(T,T) ptr(T,T) ptr(T, T) ptr(T,T) ptr(lo, no) ptr(li,n1) ptr(L, L) i32(L1) i32(L1) i32(L) i32(L1)
ptr(lg,n6) ptr(lo,n(’)) ptr(lo, ng M) ptr(lo, ng) ptr(lo, no Mng) ptr(L, L) ptr(L, L) i32(L1) i32(L1) i32(L) i32(L)
ptr(ly,ny) ptr(l,n})  ptr(L, L) ptr(l,n]) ptr(L, 1) ptr(ly,ny Mny) ptr(L, L) i32(L) i32(L) i32(L) i32(L1)
ptr(lz,nfz) ptr(lz,né) ptr(L, L) ptr(ly, né) ptr(L, 1) ptr(lg,o)* ptr(L, L) i32(L1) i32(L1) i32(L) i32(L)
ptr(L, L) ptr(L, L) ptr(L, L) ptr(L, L) ptr(L, L) ptr(L, L) ptr(L, L) i32(1) i32(L1) i32(L) i32(L)
num(T)  num(T) num(T) i32(1) i32(L1) i32(L) i32(L)  num(T) num(n) num(L) i32(L1)
num(n’) num(n’) num(nnna’)  i32(L) i32(L) i32(L1) i32(L) num(n’) num(nnn’) num(Ll) i32(L)
num(Ll) num(l) num(L) i32(L) i32(L1) i32(L) i32(L)  num(Ll) num(L) num(l) i32(L1)
i32(L1) i32(L1) i32(1) i32(L1) i32(L1) i32(L1) i32(L) i32(L1) i32(L1) i32(L) i32(L)
*Ifresh Alh=l3 —ni Al =13 —n;
Table 6. Meet M opertation for the i32 sub-lattice.
D CONSTRAINT GENERATION FOR ALL WEBASSEMBLY INSTRUCTIONS
context C% := {func tf*, local a*, global a*, table n’, memory n’, label (a*,¢)%, return (a*,¢)*}
Constraints for Instructions S;¢;C%Fe:a” — a8
a fresh aj € dom(S) ay fresh
S =S [a = tw(c)] S =S [og = unop(az)]
CONSTANT UNARY-OPS
S;6;C% v ry.constc: € — a;S';¢ S;6;C% v rw.unop o1 — az; 5’56
ay ay € dom(S) a3 fresh

S" =S [y = binop(_, az, a3) A ag = binop(a1,_, @3) A as = binop(ay, az, )]

S;G;C“ F Tw.binop : a1 ag — a3;5’;g

ay az € dom(S) as fresh
§" =S [a1 = testop(_ az, a3) A oz = testop(ar, _ a3) A a3 = testop(ar, az, )]
« ’ TesT-OPS
S;6;,C* F Ty .testop : a1 ag — a3;S;¢
a1 az € dom(S) a3 fresh
S =8 [ay = relop(L, az, a3) A az = relop(ay, _, a3) A as = relop(ay, as, )]
REL-Ops

$;6:C% k ry.relop s oy az — a3;5'56

aj € dom(S) az fresh
S =S [ag = cotop rw_sx?(_, az) A ag = cotop Tw_sx?(al,_)]

> . CoNVERT-OPs
S;6;C* F ry.cotop Tw_sx’ 1 ag — a2; 5’56

a1 € dom(S) S"=Su[ag < ptrAay = §[0‘1](tf_sx?, a,0) Nz < Tw] L
OAD

S;¢;C% vy doad(tp_sx)’ ao:ay — az; 8¢

ay az € dom(S) S =Suog <iptrAag <:tw A¢ =¢lag — 0(2](,},7, @ 0)]

? ;. STORE
S;6;C* F ry.store tp’ ao: a1 az — €556

Fig. 11. Constraint Generation Rules.
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1569
1570 tfy = Tt — T a™ € dom(S) a” fresh
S;¢;C%, label(a™) Fe* : a™ — ()" 55 ¢ " =5 :[(a=a)"
1571 Brock
1572 S;6;C* + block tfe” end : af ...ap — af*...am;S"5¢’
1573 m " m "
1574 tfy = Tw — Ty a™ e dom(S) a” fresh
S;¢;C%, label(a™) + e* : @™ — (a’)"; 8¢’ §"=8:[(a=za)"]
1575 Loor
1576 S;6;C% + loop tf,, €" end : ™ — a™; 5”56’
1577 m n m n n n ’
Lo tfy = Tw — T a™ a € dom(S) al,ap,a" fresh S§"=S: [a <: num]
o S’;6;C% label(a}) + e : am — a}}; Se; Ge §’;6;C% label(al) F ee™ : otm — al; Sei gt
. S =888 [¢f = Ugegt A = |_| arae)"]
Ir-ELSE
1581 S;6;C* Fif tfe* else e.* end : @™ a — a™;S”; ¢’
1582
* . ’ ’ ’ . ’ . ’
1583 a’a™ € dom(S) Chpel (D) = (@) s S =8:u[¢c= |_| N u aa )”]B
R
1584 S;¢;C¥vbri:a*ay...an — a*;8';¢
1585
1586 a™a € dom(S Cc* ()= (aH" ¢ S=S:[¢c= "ANa<numA (a =| |[aad)"
label 5 5 56
Br-Ir
1587 S;¢;C*rbrifi:a™a — a™; 5 ;¢
1588
1589 a*a™a € dom(S) (Clpe () = (&))", ¢
1590 =8 ([¢= |_|gg' A Que1 < NUM A @ = Uala{ Ao ANap = |_|anoc,',])+
1591 BR-TABLE
150 S;¢;C* Fbr_table it : o'y ... apants — a3 8';¢
1593 a‘ay...an € dom(S) Creturn(i) = a7 ... ap,
1:22 S':S::[alanla;/\---/\aniU(xna;]
1596 S;g;Crreturn: a*ay...ap — a*;S;¢
1597
1 1
1508 Crunc = tf  Hf=rtg... Tl = Ty ... T
oo ai ...an € dom(S) S'=Sula] <t A Aap, <i Tl
1600 S;g;Creall:ay...an = af...0p; 856
1601
1 1
o0z Ciable =N =Ty T = Ty o at...0nane1 € dom(S)
03 S’ =8 : [an1 <: num A a{ <ITLA A ag, <t Tm]
Lo0a S;6;C v call_indirect tf: a1 ... dnant1 = af ... ap; S5
1605
a fresh S’ =S [a <: num|
1606 = ~— CURRENT-MEMORY
1607 S;6;C” F current_memory : € — a;5';¢
1608 ,
ai € dom(S) ay fresh §" =8 [og <: num A @z <t num]
1609 —~ 5 GROW-MEMORY
1610 S;6;C” + grow_memory : a1 — a2;5';¢
1611
1612 ay az;as € dom(S) ay fresh S =S:[oz <:numAay = u ajaz] S
ELECT
1613 S;5;C* kselect : a ap a3 — ag;S’;¢
1614 Fig. 12. Constraint Generation Rules cont.
1615
1616
1617
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111:34 Anon.

1618 a1” € dom(S) as” fresh
1619 = " " UNREACHABLE Nor
S;6;C” r unreachable : 1" — a2™;S;¢ S;c;CFnop: e — €S;¢

1620

re21 a € dom(S) afresh S =S:u[a=Coeali)]
1622 Dror S GET-LocAL
S;¢;C Fdrop: @ — €;S;¢ S;g;Crget_locali:e — a;S';¢

1623

1624 a€dom(S)  Croeal(i) =’ a €dom(S)  Cioea (i) =’

1625 S, =S [0{’ = (X] S, =S [a/ = a]

1626 - ,—SET-LocAL - —TEE-LocaL
S;¢;CFset_locali:a — eS¢ S;g;Crtee locali:a — a;S';¢

1627

1628 a € dom(S) Cglobal (i) = o

1629 afresh 8" =S5 [a= Cyopal(i)] §'=S:[ad =a]
1630 - 7 GET-GLOBAL - n SET-GLOBAL
S;¢;C+get_globali:e — a;5';¢ S;c;C+ set_global i : @ — €;5";¢

1631

1632 1 m

=1 n =
=Tg.. . Ty = Ty --- Ty Tf—an],..annﬂaml.,.am
Ony - Cnyys Ay - - - Oy, O - - - & fresh

m

1633

1634 S=lg= Aan < Ty A Aap, < Th Ao, < Tog Av N Om,, < T Aoy < Tog Ao A, < 7h]

1635 . * . f.or
S,g,(llocal(anl,...ann,ah,...ah),label(anu,...anhn),return(an“,...anhn) ke .Tf,S i

1636
s (1:6:C F ex" func tflocal 7, ... 7, e* : o/ 8"; ¢/
1638 Fig. 13. Constraint Generation Rules cont.
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